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5.1

RGERIRS—RR

AT MHRAT S 3)
AT+HELP W PTA S
AT+RST AR
AT+SDKVER W RAE S
AT+VER PR 5
ATE TF R Bk P e 2 e
ATQ i 245 RATE
AT+RESTORE R WE
AT+UART BEUART BOARCE, fRAFE] flash

AT+UART_CUR

WHE UART HATIEHACE, AERA7H] flash

AT+UART_DEF

WHEUART ERINACE, fRAFE] flash

AT+DEFAP BEE ERIAAP
AT+TIME BEE /RIS AT e
SYSRUNTIME SRE R GL iz 47 I (]

5.2 R&iEH|FEL U
5. 2. 1AT-UR AT J5 3]

AT

OK

5. 2. 2AT+HELP

AT+HELP

AT Commands:




AT+HELP=<command>
— Print help message.
AT

— Attention command

................. F 8] 45 1 i 2

— Commands list with brief and usage

5. 2. 3AT+RST-E& j5 fEith

AT+RST

0K

5. 2. 4AT+SDKVER & E SDK JRA1fE E

AT+SDKVER

+VER:<main version>

0K

AT+SDKVER
+SDKVER:3. 2. 7.1

0K

5. 2. 5AT+VER REURAE R

AT+VER

+SDKVER ; <ma jor>. <minor>. <revi

sion>. <eng number>




0K

<major>: SDKF: Z4 5
<minor>: SDK /RE4w's
<{revision>: SDK 1&iI%
<eng number>: SDK T.Fifw5

AT+VER
+VER: FRTOS-GEN01-01-7400-0010

0K

5.2.6ATE F /a8 %H BB Thee

R4 ATE=? PATIES: ATE

<ECHO on/off> <ECHO on/off>
0K 0K

ATE=? ATE
Echo on Echo on

0K OK

ATE
Echo off
0K
W B 52 ATER BlE: [0 BT Re
5.2. TATQ FTFF/=HEREG RAE
TR ATQ=? HATIES: ATQ

Display results on/off Display results on/off




0K 0K

ATQ=? ATQ
Display results on Display results off

0K OK

ATQ
Display results on

OK

BLEIECATQR B W & RAUS D fiE

5. 2. SAT+RESTORE KB ERASH AL E

AT+RESTORE

+INIT:DONE, 0

AT+RESTORE

+INIT:DONE, 0

SIS KR A AT S HL, IR NERINS HL .
BT RIS S H R R E

5. 2. 9AT+UART-# & UART BRINECE, {723 Flash

B4 BETES:
AT+UART=? AT+UART=<baudrate>[, <databits>][, <pari

ty>][, {stopbits>]

+BAUDRATE : <baudrate> | OK




OK

* <baudrate>: UARTUE4FZ
*  <(databits>: #HELL
: 5 bit IELL
: 6 bit FIELL
: 7 bit IELL
> 8: 8 bit HIRAL (BRI
*  <parity>: KI&HL

» 0: None (ERIM)

>

(@]

>

»

>

EN]

» 1: 0dd

> 2: Even

*  <(stopbits>: 14T
> 1: 1 bit {5147 (BRI

» 2: 2 bit fEibAr

©  ABERMFESlashN, FF EHRJETIRAER
© SRR,
o AUARERRFRILESEA A

© BRRRSCRE
9600/19200/38400/57600/115200/230400,/460800/921600

AT+UART=115200

OK

AT+UART=115200, 8, n, 1

OK




5.2.10 AT+UART CUR-#%E UART M4ETISHEE, AMEEZ
Flash

B2 WEIES:
AT+UART CUR=? AT+UART CUR=<baudrate>[, <databits>][, <
parity>] [, {stopbits>]

+BAUDRATE: <baudrate> | 0K
OK

* <baudrate>: UARTUE4FZER
e (databits>: HEfr
> 5: 5 bit HUENr
> 6: 6 bit HUENr
> 7: 7 bit RN
> 8: 8 bit HUENr
*  <stopbits>: {E1LA7
> 1: 1 bit f=ibfr
> 2. 1.5 bit {Fikf7
> 3: 2 bit fEikfr
o <parity>: KA
> 0: None
> 1: 0dd
> 2: Even

© AWEARFAE  LashP

© R AR

o WUABBERRFRLESHEANBA

© PR
9600/19200/38400,/57600/115200/230400,/460800/921600

AT+UART_CUR=115200

OK

AT+UART_CUR=115200, 8, n, 1
OK




5.2.11 AT+UART DEF-i%E UART BRAECE, 15723 Flash

B4 BETER:
AT+UART DEF? AT+UART DEF=<baudrate>, <databits>, <sto

pbits>, <parity>

+BAUDRATE : <baudrate> | OK

OK

* <baudrate>: UARTUE4FZ
*  <(databits>: #HELT
> 5: 5 bit HHEL
> 6: 6 bit FHEAL
> 7: 7 bit B
> 8: 8 bit HHEf
*  <stopbitsy: fEi1RAT
> 1: 1 bit fEikfr
> 2: 1.5 bit fF1E47
> 3: 2 bit ik
*  <parity>: KI&AHL
» 0: None
» 1: 0dd

> 2: Even

o AREREMRMFESashy, FF EHRFTRAR
© ASFRRIE.

© BRRPRSCRE
9600/19200/38400/57600/115200/230400,/460800/921600

AT+UART_DEF=115200

OK




AT+UART_DEF=115200, 8, n, 1

OK

5.2.12 AT+TIME % E/IREUZHHTEH

RS BB
AT+TIME=? AT+TIME=<date>, <time>

+TIME:<yyy mm_dd><hh | OK or ERROR
1mm: SS>

OK

e <date>HH
e <{time>H[H]

o PERKEERIA, G BOMISNTPRR A 255 s [7] $4 1 A

AT+TIME=2023-8-28, 14:04:30

OK

AT+TIME=?
+TIME:2023-8-28, 14:04:32;.

OK

5.2.13 AT+SYSRUNTIME 3RHX R Stiz1THTIH]

AT+SYSRUNTIME

+SYSRUNTIME: <day>, <hh:mm. ss>

AT+SYSRUNTIME
+SYSRUNTIME: 0, 22:10. 44
0K




5.2.14 AT+TZONE B FKEL GMT B IX

EHilFE L BEIEL:
AT+TZONE=? AT+TZONE=<sec>

+TZONE: {sec> OK or ERROR

OK

s <sec>: WIXKESH. (-43200743200%))

o <sec>ZHMIRO0FP L. WK <sec>HHMEARZ60F)
PIAREE, T R 7

AT+TZONE=?
+TZONE: 0

OK

AT+TZONE=32400
OK

AT+TZONE=?
+TZONE: 32400

OK

6 ZALIIREFE 4

6.1 EmMiThee<e MR

AT+CWMODE BB B TAERE A (STA/AP/STA+AP)

AT+CWMAC % BMACH L

AT+CWSPFMAC [ B HKYmMACHE 3




AT+CWOTPMAC 13 B OTPMACHE

AT+CWSTA STAS 5 3EH

AT+CWSTAT SKELWIFT STAPMUE R

AT+CWCOUNTRY & BEWIFTE ARG

AT+CWSCAN [STATH4HAP

AT+CWPSCAN  |[STAJFR 2 (5 FHAP

AT+CWPSTOP  |[STAI{&E 1144

AT+CWRSST [STAIZREL 4 HIRSST

AT+CWJAP [STA] 4= Ppillwi f1iERAR 4

AT+CWJAPA [STATWPA/WPA2 PSKi%%, Jifd
AT+CWJAPA3 [STAIWPA3 wifiifs

AT+CWCAP [STATFERES 4 Hi e B & AP
AT+CWQAP [STATWrIT 4 ATAPZEH2

AT+CWROAP [STAITF4E /45 158 i

AT+CWROTH [STAJ & B RSST8 37 B {E

AT+DISSTA [STATBEE AT IHISTA WIFTHMY, ORI Lo | shidER:, 150 Lk

HLAN I Bl 1R

AT+CWENTAP [STAT & & MV APHRY

AT+CWENTLI [STA] ¥ B Ak 8 3% 1D/PWD
AT+CWDEFAP [AP]HC B N ERIN S H AP

AT+CWSAP [AP]#AEAPAR 2

AT+CWOAP [APJHTJT-AP

AT+CWIAP [AP] G FHAP

AT+CWRAP [AP] H J5AP

AT+CWLCST [AP]ZRHL & H FISTAME B
AT+CWAPPROTO  |[AP]#% B APHJIEEE 802. 11 Wi-Fifiz{
AT+CWAPCH [AP] 5 B AP (518

AT+CWAPBI [AP] 1% B AP Beacon [E][E

AT+CWAPUT [APIFEBRAPAR 20T U Bl rd W F e




AT+CWAPRT [AP]BEEAP RTSEI{E (J\ALFH) .

AT+CWAPDE (AP ] [ 32 32 )3l 75 3% 22 IE M .

AT+CWAPDI (AP [ 3 42 1) A 0 A 326 s o Bkt

AT+CWWMM [APTHTJF/ 5% FAIWMM

AT+CWWMP [AP]FTHF/ 2% FAIWMM-PS  (WMM5 E)

AT+CWDHCPC |3 %l1/4% 1LDHCP % J i

AT+CWDHCPRANG [ B DHCP R 5% 2% [¥) TP hil- 75 B

AT+CWDHCPLT % & DHCPHR 2% S 10 IPFL I i8] CLFD A Bahr)

AT+CWDHCPIP ‘B i3 IDHCPZR F i 115 2 .

AT+CWDHCPS |3 5h/15% 1.DHCP AR 45 2%

6.2 ZEREThEETE LA
6. 2. 1 AT+CWMODE-Z #] /1% B Wi-Fi #=

HiFEL: BEIER:

AT+CWMODE=? AT+CWMOE=<mode>

+CWMODE : <mode> 0K

OK

e  <mode>:
» 1: Stationf#z
»  2:: SoftAPFE=

» 3: SoftAP+StationfEz\

B BRI NSTARE .
® Wi-Fif A7 /ENVRAMA
o HEAN, FEEWHNRA

AT+CWMODE=1
OK
AT+CWMODE=?

+CWMODE : 1




-

6. 2. 2AT+CWMAC &1/ B MAC Huht

B4 BETER:
AT+CWMAC=? AT+CWMAC=<mac>

+CWMAC: <mac> 0K

OK

*  <mac>: HfmacHublb, &5 —ONEEERL

® JHMACHEMEAZAEENVRAMA, TREEFE S R A R L

o RO —MSRAIFIMACHEYE, IRJSZANT: HRIWMACHL AL T FIMACHE
Hk. OTP MACHbHE

® UIEAEAPKLE R EIVACHISIEI , A AR S N HIMACH L +1

AT+CWMAC=EC:9F:0D:8E:FA:62
0K
AT+CWMAC=% :In STA mode

+CWMAC:EC:9F:0D:8E:FA:62

AT+CWMAC=? ;In Soft-AP mode

+CWMAC: :EC:9F:0D:8E:FA:63

6. 2. SAT+CWSPFMAC #t B ks MAC Huhit:

BETE:
AT+CWSPFMAC=<mac>

OK

® <mac>: HIEmacHbil, S5 A ABREERL




R IRMACHE L A7 fif FENVRAMH, 75 L ERT S 3 RF A REAE L

AL =R SRR MACHLIE, PLSEZUNTR: HRIMMACHERE . I MACHE
fib. OTP MACHuhE

MEAEAPR I R IOMACHEBER , B AR I S N FIMACHR L +1
AT+CWMAC=? %4 A Fl T~ 52 R GmMACHB I, 5y iZ% i & AN S Fe
it

OK

AT+CWSPFMAC=EC:9F:0D:8E:00:62

AT+CWMAC=? :In STA mode
+CWMAC:EC:9F:0D:8E:00:62
AT+CWMAC=? :In AP mode

+CWMAC:EC:9F:0D:8E:00:63

6. 2. 4 AT+CWOTPMAC % MAC ik’ 5 A\ OTP

BETE:
AT+CWOTPMAC=<mac>

OK

<mac>: Hmmactihl, &H5—O NIEEER.

R IRMACH L A7 fif FENVRAMH, 55 L ERT S 8 RF A REAE L

AN EROTPH I IHMACHEIEAF AR, izt o 3L

OTPH A VYANMACHEHERE R T o AT BAFEAE P I 385 A DY IK0TP MAC
Hudik, OTP MACHbE AR 5 — IR AN ik

PR =R AOMACHL L, DLSEZRINTS : HIMMACHEHE . F]IMACHE




hk. OTP MACHEE

® ATHCWMAC=? %44 Al HFi[E0TP MACHLAE, HAIZAT A SCHFFEr
#

® YIEAEAPHIA N MACHIEER , B AR N S N IMACHE E+1

® OTPHEEEAN—IR, — AT 200 B ik

AT+CWOTPMAC=EC:9F:0D:8E:00:60

OK

AT+CWMAC=? ;In STA mode
+CWMAC:EC:9F:0D:8E:00:60

AT+CWMAC=? ;In AP mode

+CWMAC:EC:9F:0D:8E:00:61

6. 2. SAT+CWSTA ZE#) STA R E &R

AT+CWSTA

+CWSTA: <{status>
(status> 1 GERE), 0 CRiER)

WRIEAPH K N iz T4, NEREEF R (100D

AT+CWSTA

+CWSTA: 0

OK

6. 2. 6AT+CWSTAT FREX WIFI 5 B




+CWSTAT : <Wi-Fi interface><var>---

WRIEAPH A N iz T4, NEREEF R (100D

AT+CWSTAT ; STAKIESE
+CWSTAT : sta0

mac address= ec:9f:0d:9f:fa:64
wpa_state=DISCONNECTED
disconnect_reason=0

OK

AT+CWSTAT ; APRIERZ
+CWSTAT : softapl
mac_address=ec:9f:0d:9f:fa:65
wpa_state=DISCONNECTED

disconnect reason=0

OK

AT+CWSTAT ; STAEFE
+CWSTAT : sta0
mac_address=ec:9f:0d:9f:fa:64
bssid=70:5d:cc:32:15:32
ssid=MY_AP_SSID

id=0

mode=STATION

key mgmt=WPA2-PSK

pairwise cipher=CCMP
group_cipher=CCMP

channel=3




wpa_state=COMPLETED

OK

6. 2. TAT+CWCOUNTRY ZE )/ B EH A

EERIE R wEES:
AT+CWCOUNTRY=? AT+CWCOUNTRY=<code>
+CWCOUNTRY : <code> OK or ERROR
0K
e  <code>:
> EH A (IS0 3166-1 alpha-2bRrdEsE ) . FI KR, US, JP, CN
1T E A
e B BRI JSTARIA

® Wi-Fif A7 /ENVRAMA
o HEAN, FEEWEHNRA

AT+CWCOUNTRY=CN
OK
AT+CWCOUNTRY=?
+CWCOUNTRY : CN

OK

6. 2. SAT+CWSCAN F9#% AP

AT+CWSCAN

+CWSCAN: <bssid><\t><{frequency><\t><{signal
strength>(\t><flag><\t><{ssid><LF>+--




FEFRGERAP 500 T R e & R SSTD

AT+CWSCAN

+CWSCAN:70:5d:cc:32:15:32 2422 -30 [WPA2-PSK
CCMP] [WPS] [ESS] TPTIME N604BLACK_ERIC
b4:a9:4f:62:39:46 2422 -32 [WPA-PSK
CCMP+TKTP] [WPA2-PSK-CCMP+TKIP] [WPS] [ESS]
SK_WiFiGIGA3943

OK

6. 2. 9AT+CWPSCAN JREU IR @S H s E R

AT+CWPSCAN=<channel time limit>,
<ch>. . <ch>

BSSID Wi-Fi_Channel RSSI SSID Security Type

<channel time limit>: IBIEFAHRGFRIFRG] (752
3000050 .
ch>: #EME (M0F|14)

Bt ATBME<ch>HAZANSH.  ( “0” R iEiE)

AT+CWPSCAN=120000, 1, 3, 5

70:5d:cc:8b:49:8e¢ 2412 —47 Gen Port *.5 AP [WPA2-
PSK-CCMP] [WPS] [ESS]

72:5d:cc:c0:9a:cd 2412 —47 IPTIME_A3004NS-M Bell

[(WpS][ESS]

+PSCAN: TIMEOUT




6.2.10 AT+CWPSTOP & -394

AT+CWPSTOP

OK or ERROR

AT+CWPSTOP

OK

6.2.11 AT+CWRSSI 3ZKEBX 4 RSSI

AT+CWRSST

+CWRSSI  value

W AR B IEFIGIRIA] «+RSST:NOT_CONN”

AT+CWPSTOP

OK

6.2.12 AT+CWJAP &WhiM wifi EEIRS

AR WEIEL:

AT+CWJAP=? AT+CWJAP=<ssid> |:, <key>] [, <hid
den>]
(sec=0|5)

AT+CWJAP=<ssid>, <sec>,
<idx>, <key>[, <hidden

>]

(sec=1)




AT+CWJAP=<ssid>, <sec>,
<enc>, <key>[, <hidde

n>]

(sec=2]3]4/6|7)

If Wi-Fi connection is success :
+CWJAPA:’ <SSID>’ ,’ <Passphrase>’
If Wi-Fi connection is failed :

ERROR:-425 (No SSID found)

0K or ERROR

BEL R

+CWJAP: <OPS_RESULT>[, > <SSID>” ,”’
<IP_ADDRESS>” ]

+CWJAP: <OPS_RESULTY, <REASON>, [<REASO
N_CODE>]

<OPS_RESULT> : 1 (SUCCESS), 0 (FAILED)

<ssid>: AP SSID.

<sec>: AWM. 0 (OPEN), 1 (WEP), 2
4 (WPA+WPA2) ), 5 (WPA3 OWE), 6 (WPA3
& WPA3 SAE)

{idx>: Key index for WEP. 073

<enc>: Encryption. 0 (TKIP), 1 (AES)

<key>:

(WPA), 3 (WPA2),
SAE), 7 (WPA2 RSN

2 (TKIP+AES).

Passphrase. 8 ~ 63 characters allowed

<hidden>: 1 (<ssid> is hidden), 0 or [not specified] (<ssid> is NOT

hidden)

F ML ZE A a4 W N OK 8¢ ERROR F11 Operation J5 5 25 £5 0K,

+CWJAP:1, ’<SSIDY’, <IPHuhI>IEBERLTN

HHr
°

MR AR DL, T BE 7R B 50 2 I (8] 4 RESRAS R AE 45 2R 1 N A2

BT AT R AR ER A RS
APHC B 240 (APHC B CIF) A7 ENVRAM A

AT+CWJAP=MY_AP SSID, 0

; Open security

0K

+CWJAP: 1, MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAP=MY_AP SSID, 0, 1

. Open security + hidden SSID

0K




+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAP=MY_AP SSID, 1,0, 12345

; WEP security

0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168.0.7
AT+CWJAP=MY_AP SSID, 1, 0, 12345, 1

; WEP + hidden AP

0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168.0.7
AT+CWJAP=MY_AP SSID, 4, 2,N12345678 ; WPA2 security
0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168.0.7
AT+CWJAP=MY_AP SSID, 4, 2, N12345678, 1
; WPA2 + hidden AP

OK

+CWJAP: 1,  MY_AP_SSID’, 192. 168.0.7
AT+CWJAP=?

+CWJAP:” MY_AP_SSID’, 4, 2, N12345678
OK

6.2.13 AT+CWJAPA WPA/WPA2 PSK E:, H1{&

WSS AT+CWJAPA=<ssid> [, <key>][, <hidd

en>]
AT+CWJAPA=?

W Hwi £ R RN OK or ERROR
+CWJAP:’ <SSID>’ ,’ <Passphrase>’ BelELE B
Wi fiERRI +CWJAP: <OPS_RESULT>[, > <SSID>’ ,”’
ERROR:-425 (No SSID found) <IP_ADDRESS>’ ]
+CWJAP: <OPS_RESULT>, <REASON>, [<REASO
N_CODE>]

<OPS_RESULT> : 1 (SUCCESS), 0 (FAILED)




W <key>FFLE, M2 & AWPA+WPA2, % ATKIP+AES.

WA <key>, NZZAHHIHOPEN,

<hidden>: 1 (<ssid>J}F&HE) . 08K [RIEE] (<ssid>Mnot hidden) #1
BRIE T <hidden>, M<ssid>AFaji.

<ssid>: AP ssid.

<key>: FHIFHIE. AWSFI63NFHF

® WL % £ iy 4 Wi B2 OK 5% ERROR T Operation Ji % % £ 0K ,
+CWJAP: 1, *<SSTID>’, <TPHiLhE> B2 K

® RAEMZSIRIL, T RE T2 5 2 I A 4 Be AR A AR 45 B ek T P e
AL

® ETIMARAREFHINRSE

o APFLEZH (APRCE M) AF#ENVRAMH

AT+CWJAPA=MY_AP_SSID

; Open security

0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=MY_ AP _SSID, 1

s Open security + hidden SSID

0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=MY_AP_SSID, N12345678

; WPAZ2 security

0K

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=MY_AP_SSID, N12345678,1 , WPAZ2 security + hidden AP
0K

+CWJAP:1,” MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=?

+CWJAPA:” MY_AP_SSID’,’ N12345678

0K




6.2.14 AT+CWJAPA3 [STA]H & WPA3 wifi i&E¥:

HHES: AT+CWJAPA=<wpa3 flag)>, <ssid>

AT+CWJAPA3=? [, <key>][, <hidden>]

W Rwif i BRI OK or ERROR

+CWJAP:” <SSID>’ ,’ <Passphrase>’ R R

Wi iR +CWJAP: <OPS_RESULT>[, > <SSID>” ,’
ERROR:-425 (No SSID found) <IP_ADDRESS>’ ]

+CWJAP: <OPS_RESULT>, <REASON>, [<REASO
N_CODE>]

<OPS_RESULT> : 1 (SUCCESS), 0 (FAILED)

<wpa3 flag>: WPA2/wpa3 APHY,

N1, JIWPAS-AP , WIHRN0, JIWPA/WPA2-AP.

MR <key>F71E, WA PISCHWPA+WPA2, % NTKIP+AES.

WA <key>, 224 WS HOPEN,

<hidden>: 1 (<ssid>J}F&HE) . 08K [RIEE] (<ssid>Mnot hidden) #1
FRIE T <hidden>, M<ssid>AFaji.

<ssid>: AP ssid.

<key>: FHIFHIE. AWSFI63NFHF

F MR 25 £F fiy 4 Wi B OK 5% ERROR F Operation Ji % £5 0K,
+CWJAP: 1, *<SSTID>’, <IPHuLhE> B2 K )

AR PIZORIL, W] B 5 25 2 I (] 4 RESRAFHR VR 45 SR by T 4 i e
AL

BT EAREN RS
APRCEZH (APRCE M) AF#ENVRAMH

AT+CWJAPA3=0, MY AP SSID

; Open security




OK

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=MY_ AP _SSID, 1 ; Open security + hidden SSID
OK

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32

AT+CWJAPA=0, MY AP_SSID, N12345678 , WPAZ security

OK

+CWJAP: 1,  MY_AP_SSID’, 192. 168. 43. 32
AT+CWJAPA=MY_AP_SSID, N12345678,1 , WPAZ2 security + hidden AP
OK

+CWJAP:1,” MY_AP_SSID’, 192. 168. 43. 32

AT+CWJAPA=?

+CWJAPA:” MY_AP_SSID’,’ N12345678

OK

AT+cw]JAPA3=1, WPA3_AP_SSID ; WPAS-OWE

OK

+ewJAP:1,” WPA3_AP_SSID’, 192. 168. 0. 2

AT+cwJAPA3=1, WPA3_AP_SSID,N12345678 ; WPA3-SAE security
OK

+ewJAP:1,” WPA3_AP_SSID’, 192. 168. 0. 2

AT+CWJAPA3=1, WPA3_AP_SSID, N12345678, 1 ; WPA3-SAE + hidden AP
OK

+CWJAP:1,” WPA3_AP_SSID’, 192. 168. 0. 2

AT+CWJAPA3=?

+CWJAPA3:” MY_AP_SSID’,’ N12345678’

OK

6.2.15 AT+CWCAP B AR B T/ AP

AT+CWCAP

OK

APHC B S S BN AFAE T NVRAM A
® APHCE SCAETT DL & H “AT+CWIAPA” B “ AT+WW JAP ” £££i# ZENVRAM

i &

® INEARAFIAPELE S, DA16200 (DAL16600) i[A4Ei% (-503)




® 15DA16200 (DA16600) W4 S5APZESRE, NR[E4ER (-460)

AT+CWCAP

0K

+CWJAP: 1, MY AP SSID ,192.168.0.7

AT+CWCAP

ERROR:-503

; Connect to AP fail. (e. g, No AP profile found)
AT+CWCAP

ERROR:-460

; Already connected

6.2.16 AT+CWQAP  WiFF34Hi AP %k

AT+CWQAP

OK or ERROR

MR SAPKIITFER:, MIASIR BIER

AT+ CWQAP
OK

6.2.17 AT+CWROAP T/ BB

B4 BETES:
AT+CWROAP=? AT+CWROAP=<roam>

+CWROAP: <roam> 0K

OK

<roam>: 1 (run), 0 (stop).

@ Ui A aH “TRHE” 180, 12U E AR
OB RE RIS 50 (% E NATHCWROTH, —65by) o iRk




DA16200 (DA16600) 4%F|—/NAP, I HidA HAl B A M F LI REHIAP
DA16200 (DA16600) & FEI[¥SSIDFI %4 % . 1 ADA16200 (DA16600)
N R R AP RIRSS TAEAR T, WS 3h

B, 0B SR B B B AT B RSST (M [FISSIDAI e 4k [RIAP.
LIS

W L3 2 %A, DA16200 (DA16600) K JC 75 Hhu j 46 BT AP, 1 AN 75
%

W e

@ L <BVF>E NI, HINBITT AR S GETENVRAM, JEHig
i

URGEHH DI R E AR ER, R FZRIE . WR <18l > R0
YU AANVRAM A #% 52 8830 b 2591 ELAR FH 180 «

©® DPMERAN SRR “faise” 1. [RIUL, {3 Ay 415 B DPMAE R
“AT+DPM=1" 25 “ HENB IR E" -

AT+CWROAP=1
OK
AT+CWROAP=0
OK
AT+CWROAP=?
+CWROAP: 1
OK

6.2.18 AT+CWROTH Zr#j/#%E RSSI @ RIMHE

HMFEL: BEIE:
AT+CWROTH=? AT+CWROTH=<rssi>
+CWROAP: <roam> 0K

0K

<roam>: EJFEIME (MOFI-95 dBm) .

® I A IE I IE S ANVRAM




®  YAT+CWROAP=1IZATHT, 48 FH#T A B8 JA V8 Ui

AT+CWROTH=-55
OK
AT+CWROTH=?
+CWROTH: =55
OK

6.2.19 AT+DISSTA i)/ BERE XM STA WIFI #

HHFEL:
AT+CWDISSTA=?

WHES:
AT+DISSTA=<disabled>

+DISSTA:<{disabled>

OK

0K

<disabled>: 1 CRAFHD , 0 (R -

o HEEWHA

® KWi-Fi STARCE AFWE NARMM . R E N1, DA16200
(DA16600) KA AEHEHT A SN T A6 E L BIBC B AP, 2 “RAE
FI” bR EAFAEFENVRAM

® U EAES| SR LIHDA16200 (DA16600) , IXEIEE RSE

AT+CWDIS=?
+CWDIS: 1
AT+CWDIS=1
OK

OK

6.2.20 AT+GETFASTCONN 3RHX Wi-Fi tRE EHrEBEHE AR

SME

- AT+GETFASTCONN




+GETFASTCONN:<0| 1>

AT+GETFASTCONN
+GETFASTCONN: 0
OK

6.2.21 AT+SETFASTCONN Jg FH/Z&F Wi-Fi ik B Hnd i
R

AT+SETFASTCONN

OK

AT+SETFASTCONN=1
OK

6.2.22 AT+CWDEFAP ¥t EERIAS ¥ AP

AT+CWDEFAP

Response: OK or ERROR (reboot)

AT+DEFAP
0K

+INIT:DONE, 1

NVRAMAR ) A5 e B SCAF AR O B 08 FTBR A C B ¥ B OWAPAR




TRAAPIE L, KRGS AZEHED).
o FRIAMCE:
o SSID:DA16200 (DA16600) XXXXXX ({5, 9FFCF3: ARMACHuHE )
RJEZAT 7S #EHMED
o BIRIE: WPA2/CCMP
o IPHbhk: 10.0.0.1
o MIZHERS: 255.255. 255. 0
o Gateway: 10.0.0. 1
o PSK:12345678
o DHCPHRZS % CLIH 5l
~DHCPYE FEl: 10.0. 0. 2-10.0.0. 11
~DHCP DNS:8. 8. 8.8
® AWM ERA, nILUE I AT+CWSAPAHI/BLAT+CWDHCPRANG

6.2.23 AT+CWSAP-FCE Softap B HKIZH

RS wEES:
AT+CWSAP=2 AT+CWSAP=<ssid>, <sec>,
<{ch>, <code>
(sec=0|5)

AT+CWSAP=<ssid>, <sec>,
<enc>, <key>,

<ch>, <code>
(sec=2/314/6/7)

+CWSAP=<ssid>, <pwd>, <chl>, <ec | OKE{ERROR

n>, <max conn>, <ssid hidden>

<{ssid>: AP ssid.

<sec>: L&MW, 0 (FTFF) . 2 (WPA) . 3 (WPA2) . 4




(WPA+WPA2) ) , 5 (WPA3 OWE) , 6 (WPA3-SAE) , 7 (WPA2 RSN&
WPA3-SAE)

<enc>: J%. 0 (TKIP) , 1 (AES) , 2 (TKIP+AES) .

<key>: HIAHIE. RRYFSHI6INTFIF.

<chy: #fE@EIE (Wik) o BRAMEA1EE 450

{518 (WRIKAPIEEIEZLT) ©

<code>: HEZ/MIXARL (A[iE) o WRFFLE, <ch>2UARa[bH,

APHC B Z 87k fENVRAM

©® R S RAESTABI R A ¥, 075 22 535 8l ARt LAARAPAEL X
JEE.

(R fr 2 RAERAPEL T A, WA ZEEHHZ RS0

® “, 7 (E5) BEEIESSIDFRE A, 1AL 5K SSIDIE K
fiic s

AT+CWSAP=DA16200_MY_SSID, 0, 1, KR , Open-Hode
+CWSAP:DA16200_MY_SSID

OK

AT+CWSAP=?

+CWSAP:’ DA16200_MY_SSID’, 0, 1, KR

OK

AT+CWSAP=DA16200_MY_SSID, 3, 1, 12345678, 1, KR ; WPAZ2-AES
+CWSAP:DA16200_MY_SSID

OK

AT+CWSAP=?

+CWSAP:’ DA16200_MY_SSID’, 3, 1, 12345678, 1, KR

OK

AT+CWSAP="DA16200, MY_SSID’, 3, 2, 12345678’ , 1, KR ,; WPAZ2-AES
+CWSAP:DA16200, MY_SSID

OK

AT+CWSAP=?

+CWSAP:’ DA16200, MY_SSID’, 3, 1, 12345678, 1, KR

OK

6.2.24 AT+CWOAP  [AP]3TFF AP

AT+CWOAP




OK or ERROR

@ TEHAPH N igfT 4
® WIRENVRAMH & A HC B SO/, MR [FEE R (-522)
® I DA16200 (DA16600) CAENKAPIZAT, NIR[FEIHR (-522)

AT+CWOAP

OK

6.2.25 AT+CWTAP  [AP]3%A AP

AT+CWTAP

OK or ERROR

MIERAPEL A N IBATH, b B

AT+CWTAP

OK

6.2.26 AT+CWRAP  [AP]E/F AP

AT+CWRAP

OK or ERROR

® LA EIRAPELA N B RL
® INHALE T/EuiE R Fi54T, DAL16200 (DA16600) H4iR [Al£51% (-100)

AT+CWRAP

OK




6.2.27 AT+CWLCST [AP]1ZREXCi&E#EEH) STA R

AT+CWLCST

+CWLCST : <mac><LF><flags><LF><{var>---

IR A R S, NIDA16200 (DA16600) 1% [H]
“+CWLCST:NOT FOUND”

+CWLCST:a6:f2:7¢c:d4:53:1c
flags=[AUTH] [ASSOC] [AUTHORIZED] [SHORT PREAMBLE] [WMM] [MAYBE WP
S][HT]

aid=1

capability=0x421

listen interval=10

wifi mode=802. 11n

timeout next=NULLFUNC POLL
rx_packets=290
tx_packets=4
rx_bytes=29625
tx_bytes=10658

inact cnt=0

connected time=20
sta_count=1

0K

AT+CWLCST

+CWLCST :NOT_FOUND

0K

6.2.28 AT+CWAPCH [AP]#E AP KI{5i8

HHFEL: WHES:
AT+CWDISSTA=? AT+DISSTA=<disabled>

+DISSTA:<{disabled> 0K

OK

<disabled>: 1 CRAFHD , 0 (R -




® KWi-Fi STARCE AW E NARMM . R E N1, DA16200
(DA16600) H§ AN (E HHT i A FHAGIERL UM B MAP. = “R{E
FI” bR EAFAEFENVRAM

® ZhnEAES| SRR LIHDA16200 (DA16600) , IXEIEE RSE

o HEHEFHA

AT+CWDIS=?
+CWDIS: 1
AT+CWDIS=1
OK

OK

6.2.29 AT+CWAPBI [AP]i#%E AP Beacon [A]fg

QIR R wEES:
AT+CWAPBI=? AT+CWAPBI=<interval>
+CWAPBI : <interval> 0K or ERROR

{interval>: Beacon [A]f& (ms)

® i EfEAHFENVRAM
o WEEHHMALA LN

AT+CWAPBI=200
OK
AT+CWAPBI=?
+CWAPBI : 200
OK

6.2.30 AT+CWAPUI [AP]FE#K AP #R=X T 15 B vl s Wi aB i

HHIEL BEEL:

AT+CWAPUI=? AT+CWAPUI=<timeout>

+CWAPUI : <timeout> 0K




<timeout>: WiHFIEFEHEN (F) .
(305186400, HK=10)
WMo, MEHBRIME (300F0) .

® TESRTEMNTIRI, A1 RSTABA RIEAEMTM, NERAP KIXNULLYE
I i 2 S5 i, AR A STARI AN Bl W REEAH ILBIR ESTA, %K
AP 1ZSTA

® i E A7 FENVRAMA

o FHEEFIHI ARG A BEM

AT+CWAPUI=60
OK
AT+CWAPUI=?
+CWAPUT : 60
OK

6.2.31 AT+CWAPPROTO [AP]# & AP [ IEEE 802. 11 Wi-Fi
B

HHIEL BEEL:

AT+CWAPPROTO=2? AT+CWAPPROTO=<mode>

<mode>: 0 (B/G/N), 1 (G/N), 2 (B/G), 3 (N), 4 (G), 5 (B)

® i E Al AENVRAMH
o HEEWIHALGA AL

AT+CWAPPROTO=0

OK

AT+CWAPPROTO=?

+CWAPPROTO: 0




6.2.32 AT+CWAPRT [AP]#E AP RTS BME (J\AN )

HiFEL: WEIEL:
AT+CWAPRT=? AT+CWAPRT=<threshold>
+CWAPRT : <threshold> 0K

<threshold>: RTSHIEH (M 1%]2347)

® HIRERIE N THRE KIRTS B A, JIRTS/CTSM ¥ 56 A 1% LA3EE 4
FEAS PR AR . BRATEDL R, RTSERI{E H2347

® il B A7 fik fENVRAMH

o FHEEFHINRGA BEM

AT+CWAPRT=2100
OK
AT+CWAPRT=?
+CWAPRT: 2100
OK

6.2.33 AT+CWAPDE [AP] [a]i&E82 Bk m R IE A IEMT

AT+CWAPDE=<mac>

OK or ERROR

<mac>: EHZVE S FImack bt

®  FERAPKIA AL I &

® E W LUK A K BUVH B 6y 96 TIE 1) STA ¥ MAC iy hit £ ] w4
“AT+CWLCST” 1t

o WIRBAEARMI) (B, FRE T H R MMACHINE) 184 R
(+CWDST:<mac_addr>) # H I

AT+CWAPDE=E6:0D:E5:A5:5D:B3
+CWDST:e6:0d:e5:a5:5d:b3




IIIIIIIIIIIIIII )

6.2.34 AT+CWAPDI [AP][a)iZ&8e i TAEu: R IE AR KR SR

AT+CWAPDE=<mac>

OK or ERROR

<mac>: UL S FImac bk

®  FEERAPHEI T A A it fi 4

® ] LUK AT EE 3% U B 6y 56 UE B STA Y MAC b 41k 4 ] i 4
“AT+CWLCST” i

o WIRBAEARITY (F, fEE T HRIVACHIL) B4R
(+CWDST: <mac_addr>) A HiH

AT+CWAPDE=E6:0D:E5:A5:5D:B3
+CWDST:e6:0d:e5:a5:5d:b3
0K

6.2.35 AT+CWWMM [AP]FTFF/3<H WMM

TR S: WHEIES:
AT+CWWMM=" AT+CWWMM=<wmm>
+CWWMM : <wmm> 0K

<wmm>: 0 (off), 1 (on).

L BTG, WIMAL T 5 FPIRZS . WS a H 7w, A5 b /4R
Rsp/Assoclii A WME S . WIMFEACZE 7 )5 FQoS
[ B B A7-fi TENVRAM A

AT+CWWMM=1
OK

AT+CWWMM=




6.2.36 AT+CWWMP  [AP]¥TFF/3<p WMM-PS (WMM 5 R8)

HiFEL: WEIEL:
AT+CWWMP=2? AT+CWWMP:<WTI]InpS>

Response: +CWWMP: <wmmps> OK or ERROR

<wmmps>: 0 (off), 1 (on)

® BUAMELLT, WM-PSAETZEMARES. WRWM-PSCR M, W{EDR/
PRI ZERsp/Assoc Rsp WERAPRIE UK B AT U-APSDAR G BB . 5
T WMMAIWMM-PSSTAIE 8 3R A5 WMMAHWMM-PS A 1IE

® it E A 7ENVRAMH

AT+CWWMM=0
OK
AT+HCWWMM="
+CWWMM: 0
OK

6.2.37 AT+CWDHCPC £ i/ B DHCP & P iR A

RS WEE A,
AT+CWDHCPC=? AT+CWDHCPC= <dhcpe>

Ja /1% 1EDHCP K F i
+CWDHCPC: <dhcpe> 0K

{dhepe>: 0 (fF1R), 1 (UB3ht)




b AR E L BIAP S AT 2K

AT+CWDHCPC=1

OK

AT+CWDHCPC=?

+CWDHCPC=1

OK

6.2.38 AT+CWDHCPRANGZ#i]/ ¢ B DHCP R 45281 IP HuhtyE
il

AL WEIES:
AT+CWDHCPRANG=2 AT+CWDHCPRANG:<Startiip>, <end ip>

+CWDHCPRANG: <start_ip>, <end ip> OK or ERROR

<start ip>: DHCPARZS#&7rFCH#EE 4G ipthtit .
<end_ip>: DHCPHR45#5 4> FLr) 45 s ipihdik

TEERAPH A ki 2

555 5 9T )2 BIDHCP AR 45 2% (AT+RSTEE
AT+CIPDHCPS=0>AT+CIPDHCPS=0)

i B8 2 A 2

AT+CWDHCPRANG=10. 0. 0. 2, 10. 0. 0. 11
OK

AT+CWDHCPRANG

+CWDHCPRANG: 10. 0. 0. 2, 10. 0. 0. 11
OK




6.2.39 AT+CWDHCPLT 14 & DHCP ARZ5-28 IP FHLFH B [a] (LA
FOONEAL)

ERIE =R WEIES:
AT+CWDHCPLT=2 AT+CWDHCPLT:<1ease_time>
+CWDHCPLT:<lease time> OK or ERROR

<lease time>>: IPFAFHIFIA] (M60FDF|86400F5)

TEERAPH A ki &

55 5 97 )2 BIDHCP AR 45 2% (AT+RSTEE
AT+CWDHCPS=0>AT+CWDHCPS=0)

i B8 2 A 2

AT+CWDHCPLT=1800
OK

AT+CWDHCPLT =?
+CWDHCPLT: 1800
OK

6.2.40 AT+CWDHCPIP & ~#E#:H) DHCP & P imH{E R

AT+CWDHCPIP

OK or ERROR

OK or ERROR

TEOKFIE LT, LA B 7EOK 2 Aif A 81
+CWDHCPIP:<mac_addr 1>, <ip_addr 1>;<mac_addr 2>, <ip_addr
2Dl

TEDHCP AR 45 #5 1Z AT I3 FH b dn 2

AT+CWDHCPIP
+CWDHCPIP:80:35:¢c1:79:cl:da, 10.0. 0. 2
OK




// PH/NDHCPZ J i b T Bk AS

AT+CWDHCPIP
+CWDHCPIP:80:35:¢1:79:cl:da, 10. 0. 0. 2;b4: f1:da:b4:27: 11, 10. 0.
0

.3

0K

// RAFAEDHCP 2 7 St

AT+CWDHCPIP

ERROR: 622 / /7% %5 7 it i 4%

6.2.41 AT+CWDHCPS j& 3//4%1I: DHCP fR4%52%

HiTEL: BB,
AT+CWDHCPS=? AT+CWDHCPS=<dhcpd>

AT+CWDHCPS=<dhcpd>,
{start ip>, <end ip>,

{lease time>

+CWDHCPS : <dhcpd> OK or ERROR

<dhepd>: 0 (stop), 1 (start).

<start ip>: DHCPZ /i 4E iptht .

<end ip>: DHCPZ F'iif 45 R itk

<lease time>: IPFHAIRIIE] (Wi, VAFPREAL, ERIAN
1800)

AT+CWDHCPS=1

OK

AT+CWDHCPS=1, 10. 0. 0. 2, 10. 0. 0. 10, 1800
OK




7 TCP/IP fH3%$54

7.1 'TCP/IP 84 —WF%

AT+CIPIP W B TPk
AT+CIPDNS B STASE 1 HIDNS R 55 %8 TPHih:
AT+CTPDNS2 VB STAEE F1 I 25 2N DNS iR 55 & TPtk
AT+CIPDOMAIN %4 B3R AL 3 HLIPHE KL
AT+PING PING Ik
AT+CIPSNS B SNTP Il 55 #s TPk /3544
AT+CIPSNS1 il FIFIAT+CIPSNS, ¢ B % HISNTPR % & 1Pk /154
AT+CTPSNS2 I FIAT+CIPSNS, ¢ B %% FISNTPAR 3% &% TP ik /154
AT+CTPSNUP B SNTP2E 7 i SEHT A 3] CLARD )
AT+CTPSNTP JE B /15 1 SNTPZE P bt
AT+CIPSNTP1 f FH [FJAT+CIPSNTP
AT+CIPSNTP2 {5 H [RJAT+CTIPSNTP
AT+CIPSERVER  HTJTTCPRSS a3 E#5
AT+CTPSTART FTITTCPE 7 i B4 7 I 4 B TCP AR 55 %%
AT+CIPUDP ITIFUDPE R 7
AT+CTPUDPR ¢ B UDP 7 3 A5 TP o 11
AT+CIPSEND Wil socket KIEHHE
AT+CTPINFO I CIDIR I 2 TH (5
AT+CIPINFOALL  BREXFTA 165 5
AT+CTPCLOSE i CIDIR P 4 1
AT+CIPCLOSEALL — <HIFTH 21
AT+CIPSAVE A 21 IR TR AF FINVRAM.




AT+TCPDATAMODE |15 & 28 21 I TCPE 4 4% 5

7.2 TCP/IP #4UiHH

<CID>UtHH, CID ZET socket G A EAI— NS 126l =4 CID 2R E 1

CID 4’5 0 (TCP fR%#%) « 1 (TCP &/ 4 « 2 (UDP) 2T mmidm's . RIS+
TCP/UDP =% A 20 B A 3 FFEB )T CID. G5 TCP client Wb+ 5 A1 75 22 56 1]
XAMERE BN BB Server, ASREECHTN CID.

7.2. 1AT+CIPIP # ¥ IP #uhl

AL WHETEL:
AT+CIPIP=? AT+CIPIP:<iface>, <ip_addr>,
<netmask>, <gw>

+CIPIP: 0K or ERROR
{iface>, <ip addr>, <netmask>, <gw>

{iface>: WLAN#ZI1., 0 (WLAN O, STA) , 1 (WLAN 1, #XAP)
ip addr>: ipfhil.

<netmask>: FMHEIS.

<gwr: PR,

FERAPEIT, B IPHbHESS, DHCPAR S 28 b G Bt Ry

BT B (¥ TP I S AT B {3 FHAT+CIPDHREE 7 & L
IE4TAT+CIPIP 5 fYIDHCP R 5% #8 1t YE [H

@ (EHRAPHINT, WIRFEDHCPAR 554318 1T I IPRC B 2L T

I 25 A FHAT+RST AT+CTPDHCPS = 0>AT-+CIPDHCPS=1+ir 4 5 37 & ZHDHCP
k55 4%

AT+CIPIP=0, 192. 168. 0. 100, 255. 255. 255. 0, 192. 168. 0. 1
OK

AT+CIPIP

+CIPIP:0, 192. 168. 0. 100, 255. 255. 255. 0, 192. 168. 0. 1
OK

At+CIPIP=?

+CIPIP:0, 192. 168. 0. 100, 255. 255. 255. 0, 192. 168. 0. 1
OK




7.2. 2AT+CIPDNS/CIPDNS2 #¢E STA #: 0 f DNS AR 55 2% IP
Hohk

HHHEL BB,
AT+CIPDNS=? AT+CIPDNS=<dns_ip>
+CIPDNS:<dns_ip> OK or ERROR

{dns ip>: dnsAk%SasipHhhit

U RAT+CIPDNS=? fEDHCPHE Tiz47, & MDHCPIR[EIDNS TPkl
FALBE, Al FHAT+CIPDNS=<DNS_TP> %t B [I/EATDNS TPHihE.
B WIRARCHDHCP, WIATBLR [E-7 C “IBZ5R 7 B “REE” )
R REIVE /e

@ UIIRAT+CIPDNS=? 7EFFA PR FZITI, EM

PALRTIZ AT BERINIZ 4T [AT+CIPDNS=<dns_ip>

® 11 RAT+CIPDNS=<dns_ip>#EDHCPRE T &84T, I H 5 ook e v A 2L
AP, FHEEWENRS

AT+CIPDNS=8. 8. 8. 8
0K

AT+CIPDNS =2
+CIPDNS:8.8.8.8
0K

7.2. SAT+CIPDOMAIN 384 f##fr

AT+CIPDOMAIN=<name>

+CIPDOMAIN:<ip>




<name>: 34

AT+CIPDOMAIN=www. Renesas Electronics—semiconductor. com
+CIPDOMAIN:54. 192. 175. 64
0K

7.2. 4AT+PING PING W&

AT+PING=<iface>, <dst_ip>, <count>

+PING:<{sent count>, <recv_count>

<avg time>, <min_time>, <max_time>

<name>>: K%

{iface>: WLANE:[1, O (WLANO) . 1 (WLANL) .
<dst ip>: Hiripthdit.

<count>: ICMPJY BAL#IREL

AT+PING=0, 192. 168.0. 1, 4
+PING:4,4,0,0,0
OK

7.2. 5AT+CIPSNS/CIPSNS1/CIPSNS2  #¢E SNTP AR%-%% IP
Mk /I8 44

EERGIEERC PB4
AT+CIPSNS=9 AT+CIPSNS=<server_ip>

+CIPSNS: <sntp> OK or ERROR

<server ip>: SNTPARS:#5ipHuhlt/4%42




FAH P 2 a] LL4R 8 = /NSNTPAR 45 45 Wi SR R e 5 IR 45 4% [F 20 R4
[B], DU APEIA 77 e R SNTP AR 45 %%
® R ATEE, MZERXERINISNTPAR 55 7%

AT+CIPSNS=pool. ntp. org
0K

AT+CIPSNS=?
+CIPSNS:pool. ntp. org

7.2. 6 AT+CIPSNUP # B SNTP & P un 5 A H (CAFP NEAL)

UL wE
AT+CIPSNUP=? AT+CIPSNUP=<period>
+CIPSNUP:<period> OK or ERROR

<period>: SNTPZ /= &y 587 i 1 (AN60FP £ 129600
)

AT+CIPSNUP=86400

OK

AT+CIPSNUP=?

+CIPSNUP: 86400

OK

7. 2. 7TAT+CIPSNTP/CIPSNTP1/CIPSNTP2 53l /4% 1k SNTP &% 7
¥

R GIE RO WER2:
ntp>,

{server_ip>,

<{period>




WA T LN KIES R E R
KEAREE S HT 7

+CIPSNTP: <sntp> OK or ERROR

<sntp>: 1 (JF#H)
<server ip>: SNTPHRS#%ipHiht (&)
<period>:SNTPZ Fu BT A B (mlik, #0, BRINH86400)

AT+CIPSNTP=0

0K

AT+CIPSNTP=1, pool. ntp. org, 86400
0K

AT+CIPSNTP

+CIPSNTP: 1, pool. ntp. org, 86400
0K

7.2. 8AT+CIPSERVER ITFF TCP RS 23EREF

AT+CIPSERVER=<local port>[, <max

allowed connection>]

0K (with “+CIPSERVER :sxx ’ | see Table 41 or ERROR.
Async message: CID(+CIPSERVER :<Assigned CID>)

<local port>: BT HIAHIGS
<max allowed connection>>: HJi%k, &Eﬁﬁﬁ‘]%jﬂ@%mﬁ




7.2.9AT+CIPSTART #TFF TCP & P inEi s H %S TCP iR
%3

AT+CIPSTART=<server ip>,
{server port>[,
<local port>]

OK or ERROR
Async message: CID(+CIPSTART:<Assigned CID>)

<server ip>: BV HITCPAR S 4% A ipHhdl .
<server port>: TCPARZ:#%H)um 115,
<local port>: ER:FHIAH DS (A[#E, 0:

auto)

CIDZ 50 (TCPARZ#%) « 1 (TCPE i) « 2 (UDP) J& s 4rfic i
e

MBTFURIAHTCIDSR 4% B FT FFTCP 2 i R 43 BL FET o

@ LA 55 CIDII £ ANTCP 2 P 3t AL 540 T R B %

ST OO\ A2

i PR {HIXHLRFDA16200/DA16600 SDK AL E -

HAK I, DA16200/DA166007] LAGNZE \NTCPE 7

AT+CIPSTART=192. 168. 0. 18, 1025, 1024
+TRTC:1

OK

AT+CIPSTART=192. 168. 0. 18, 1025, 1025
+TRTC:3

OK

7.2.10 AT+CIPUDP 3TFF UDP ERF

- AT+CIPUDP=<local port>




(+CIPUDP:<Assigned CID>)
OK or ERROR

<local port>: BT HIA M 05

CID4%*50 (TCPHRSS#%) « 1 (TCPE /o) + 2 (UDP) &S/ AL i) gm
e

MBFFURIHTCID R 4 BT TP 2 15 (U 43 FiC 1

@ S FF 2 ANUDPEEF AT A 48 ECIDIN S AT B ALk e 3t
A LAAI A>3k

AT+CIPCLOSEALL (WJigk, 4niRmas. 7 “ERROR” , & 5GIE AT IHERAE)
AT+CIPUDP=8080

+CIPUDP: 2

0K

AT+CIPUDP=8081

+CIPUDP: 3

OK

7.2.11 AT+CIPUDPR i & UDP E&:FIimf2 IP M0

AT+CIPUDPR

OK or ERROR
Async message: CID(+TRUR:2)

<remote ip>: TFEipHuihl

<remote port>: WCFLYH IS

{EH FCID 2

AT+CIPUDPR=192. 168. 0. 10, 8080
+CIPUDPR: 2

OK




EERTE R BB
AT+CIPUDPR=? AT+CIPUDPR= < remote ip >, <

remote port>

+CIPUDPR: < remote ip > , < OK or ERROR
Async message: CID(+TRUR:2)

remote port>

<remote ip>: TFEipHuihl

<remote port>: LIS

° SUEFCID 2
° BOA BLE AT B AR

AT+CIPUDPR=?

ERROR: -740

AT+CIPUDPR=192. 168. 1. 10, 8081
+CIPUDPR: 0

OK

AT+CIPUDPR=?

+CIPUDPR: 192. 168. 1. 10, 8081

OK

7.2.12 AT+CIPTRANSLINK BEANBMERIE

AT+CIPTRANSLINK=0

7.2.13 AT+CIPSEND jfiid socket KiEHIE

AT+CIPSEND=<cid>, <length>, <remote ip> , {remote port>, <data>

cid> 4rfcicid




{ength> FIEKE, AL CLEbrKE R I%
{remote ip> im¥mipihiik
{remote port)> L 15

<data>#IE

@ X T TCPHR %% 4%, N $2 it TCP % 1 i [ < remote_ip > fll <
remote port>.,

@ Xf TTCPZ i, W LAZsEO0, 0 (BN HARERS &)

@ XfTUDP: AHRZEEO, 0, WK K ik FIAT+CTPUDPRAE %E A H FIHL .
WL E TIE0<remote ip>Fl<remote port>>, UDPHFIfEHET %k i%F

e Hr<remote ip>FfI<remote port>

7.2.14 <ESC>H i#id socket RIEBIEHIIGREIFH)

I EE CID B AR5 s .
EHLL AL ZRAT W R OK i A8 K -

<ESC>H<cid>, <length>, <remote ip >, <remote port >

OK or ERROR

{cid>: B4rfccid.
<length>: HEIFE. R, B EIFRTFO0KM L
<remote ip>: FEipHhudilk.

<remote port>: LRI 5.

@ X T TCPHR %% 4%, N $2 it TCP & 1 i [ < remote_ip > fll <
remote port>,

@ X[ TTCPZ P, AILAZAE0, 0 (PR HARZRSS &)

@ X TUDP: SR45E0, 0, WIEHEH KIXLF|

AT+TTRUR 48 & 1 H M 4 o i A 2 0 45 58 < remote_ip > Ml <
remote_port>, UDPIfR /% 2| H fr<remote_ip>, JfH<remote port>
fRE




Examplel - To send data to TCP client
<ESC>HO, 10, 192. 168. 0. 18, 43110

0K

abcde12345

0K

Example2 - To send data to TCP server
<ESC>H1, 10, 192. 168. 0. 18, 1025

0K

abcde12345

0K

Example3 - To send data to TCP server with ‘0, 0’ as the destination/server
<ESC>H1, 10,0, 0

0K

abcde12345

0K

Example4 - To send data to UDP receiver
<ESC>HZ, 10, 192. 168. 0. 18, 1024

0K

abcde12345

0K

7.2.15 AT+CIPINFO ijd CID FREXLiE(E B

AT+CIPINFO=<cid>

<cid>, [TCP|UDP], <remote_ip>, <remote port>,
<{local port>

{cid> HCHIcid

CIDZw*50 (TCPARSS#S) « 1 (TCP& i) 2 (UDP) &St/ 4w
Fo ARIEFTFFTCP 215 FIMG 23 B 3T 46 H 8 CID




7.2.16 AT+CIPINFOALLIREUFFA &iEE R

AT+CIPINFOALL

<cid>, [TCP|UDP], <remote_ip>, <remote port>,
<{local port><LF>---

CIDZw'50 (TCPARSSES) « 1 (TCPZ /i) « 2 (UDP) & Fisk oy fic 4
5o MRHEFTIFTCP 21 BT 43 Fie 3T 4B 18T CID

AT+CIPINFOALL

7.2.17 AT+CIPSAVE ¥ & 1E KRS RTE 2] NVRAM

AT+CIPSAVE

OK or ERROR

XA EAEHE N sTeep3tR A2 BT, (MG H#E A sleep3 & REF AT
SR

AT+CIPSAVE

OK

7.2.18 AT+TCPDATAMODE % B £ Z ¥ TCP i AR

AT+TCPDATAMODE=<mode>

OK or ERROR

0: SCA (BRI
L ANl A5 B

AT+TCPDATAMODE=1

OK




8 MQTT <184

8.1 MQIT#4—%%

MQTTHE 43

AT+MQTTBR WE N4 (SIPHbHE) AN
MQTT Brokerf%w 5

AT-HMQTTQOS WEMQTT QoSZ il

AT+MQTTTLS J& /25 FAMQTT TLSIhRE

AT+MQTTCA BESEMQTT TLSIEF

AT+MQTTALPN IMQTTH B TLS ALPNIMY 4 FR

AT+MQTTSNI AMQTT# B TLS SNI

AT+MQTTTS WEMQTTIT [ & 1) 3=

AT+MQTTATS TEIBAT My & 2 B, SIS FHINQTT S 7 by

(+CIPMQCL:0)

AT-HMQTTDTS MMQTTH HIBR T 2 1 3 R T B

AT-HMQTTUTS BHIT B 4 € 32

AT+MQTTTP WEMOTT R AR 1) 3 /8

AT+MQTTV311 S FAMQTTHMM V3. 1. 1. BRIA9v3. 1

ATHMQTTPING /A EMQIT ping JEAMA

AT+MQTTCID W EMQTTZ F i 1D

AT+MQTTLI )/ BEEMTTE %15 B

AT+MQTTWILL A /B EMQT TS WE T 2

AT+MQTTDEL HEMQTTHL &

AT-HMQTTCL A/ BEMQTTIR

AT+MQTTMSG RATMQTTYH 2.

AT+MQTTTT MQTTZR A AL &

AT+MQTTAUTO /K EBEMQTTH B3

AT+MQTTCS )/ W E 2RSS

8.2 MQTT #4#R

8.2. 1AT+MQTTBR Z /1% B MQTT AR B F 344 (B 1P Hidk)
s O S

L

EERGIE R

AT+MQTTBR=?

wEES:
AT+MQTTBR=<host_name>, <port>




<host name>>: Broker[Jim44 B 1P 1T

<port>: BrokerHJu 15

FEIBAT I A& 2 R, NAEFAMQTT S i (+MQTTCL:0)

AT+MQTTBR=192. 168. 0. 65, 1884
OK

AT+MQTTBR=?
+MQTTBR=192. 168. 0. 65, 1884

8. 2. 2AT+MQTTQOS &)/ & MATT QoS 2% 5l

HiTEL: BB,
AT+MQTTQOS="? AT+MQTTQOS=<qos>

+MQTTQOS: <qos> OK or ERROR

{gos>: 0 (HZ—U) 1 (Bb—W) , 2 (EF—)

i B LR ZIMQTT A BESRAS BT (M e B AR

AT+MQTTQOS=1
OK
AT+MQTTQOS=?
TMQTTQOS: 1

OK

8. 2. SAT+MQTTTLS J3 Fi /2R MQTT TLS Thgk

HHHEL BEIE:

ATHMQTTTLS=? ATHMQTTTLS=<t1s>

FMQTTTLS: <tls> 0K or ERROR




<tls>: 1 (EHD , 0 (Z2HD

NAEJE FHTLSTh R 2 B A IE P o
EIEAT A 2 2 0, NARFIMQTTE i (+MQTTCL:0)
T S AIMQTT A R 3R A58 ) i B A5 R

AT+MQTTTLS=1
OK
ATHMQTTTLS=?

+MQTTTLS=1

8. 2. 4AT+MQTTCA 43 MQTT TLS iE+

AT+MQTTCA=<cert id>, <content>

OK or ERROR

<cert_id>
#1: HTMQTT

0 (MRCAY /1 Rt /2 RV

#2: FHTOTAMHTTPS 2 P i

3 (RCA /4 CEPmIES) /5 (FAHD

<content>UEF ¥ . HHIFFRIMGAEascii A, HRKE 2048

UEAS 5 ZE I 5] 5 8 F 5| Sk

AT+MQTTCA=0, “-——-BEGIN CERTIFICATE-———-

MIIDQTCCAimgAwIBAgITBmyfz5m/ jAo54vB4ikPml jZby jANBgkqhkiGOw

8. 2. GAT+MQTTALPN >N MQTT #& TLS ALPN i 4 #R

- S WA




AT+MQTTALPN=? AT+MQTTALPN=<num>,
<alpn#l>,
<alpn#2>,
<alpn#3>

+MQTTALPN: <num>, <alpn#1>, <alpn#2>, | OK or ERROR
<alpn#3>

<num>: ALPNf{#t&E. ALPNIIRKEEN=
<alpn#n>: TLS alpnpilZHR. EEAALPNEML A FRA B 24

ERROR: —644 “ZF/R” A% EALPN

FEIBAT LA 2 AT, NAEFIMQTT S o (+MQTTCL:0)

AT+NWMQALPN=?

ERROR:-644

AT+MQTTALPN=2, alpn—protrol—-name—an, alpn—protocol-name—ax
OK

AT+MQTTALPN

+MQTTALPN: 2, “alpn—protrol-name—an”, “alpn-protocol-name-ax”

OK

8. 2. 6 AT+MQTTSNI &)/ & MQTT HJ TLS SNI

HifFEL: WEIEL:
AT+MQTTSNI=? AT+MQTTSNI=<sni>

+MQTTSNI : <sni> 0K or ERROR

{sniv: MRS ZRBHRIER. SNIFI K 64

TEIBATI 2 20, SZEFMQTTE F i (WMQTTCL:0)
ERROR: —648 “FT/R” K% EHSNI

AT+MQTTSNI=?

ERROR: -648




AT+MQTTSNI=a38a9rhiu3rogb—ats. myserver. com
0K

AT+MQTTSNI

+MQTTSNI: a38a9rhiuldrogb—ats. myserver. com

OK

8. 2. TAT+MQTTTS Z#)/ ¥ B MQTT i & & 1 £ &

RS wEES:

AT+MQTTTS=? ATHMQTTTS=<num>, <topictl>,
{topic#2>,

+MQTTTS: OK or ERROR

<num>, <topic#l>, <topic#2>, -+

<num>: FREEL.

{topictn>: MQTTIJ&#& E, . mANFEKEF=64

TEIBATI 2 20, SZEFMQTTE F i (WMQTTCL:0)

“ERROR: —6547 FE{&A BB 1T 3 3 @i iR [A]

BATIEA A J5, SeRiC B AT B3 3 S0 S bR IR 15 E R R
5 LT A SIMQTT A RE SR A BT O Hic B RUR

ATHMQTTTS=?

ERROR:—654
AT+MQTTTS=1, dal6k_sub
OK

ATHMQTTTS=?
HMQTTTS: 1, ” dal6k_sub”

OK




8. 2. 8AT+MQTTATS B K45 & I =B A N2 MQTT Bd B

AT+NWMQATS=<topic>

ok

<topic>?§‘f§ﬁgj§ﬁ

ANEEEW ML (ATHNWMQATS=? ) . WIRAT+NWMQATS=? FEiZ{TH,
€O IR

AT+NWMQATS=ABCD
OK

AT+MQTTTS=2
+MQTTTS: 1, "ABCD”
OK

8. 2. 9AT+MQTTDTS M MQTT Hh 3 58 i £ Sl B

ATHMQTTDTS=<topic>

Ok

{topic>tE i€ I it

FEIBAT I A& 2R, MAEFAMQTT R o (+MQTTCL:0)

AT+MQTTTS=2

+MQTTTS: 2, “ABCD”, ” EFGH”
0K

AT+MQTTDTS=ABCD

0K

AT+MQTTTS=2

+MQTTTS: 1, ” EFGH”

0K




8.2.10 AT+MQTTUTS BT dg & 8

AT+MQTTUTS=<topic>

Ok

{topic>tE e i) it

A% e FAMQTTZ i e (+MQTTCL: 1)
N AZAEMQTT 2 P 3 5 Broker &b FERRIR A I 1547 I iy 4

ATMQTTTS=2
+MQTTTS: 2, “ABCD”, ” EFGH”
0K

AT+MQTTDTS=ABCD

0K

AT+MQTTTS=2

+MQTTTS: 1, ” EFGH”

0K

8.2.11 AT+MQTTTP /% E MQTT RAE XA

EERGIEERC PB4
AT+MQTTTP=? AT+MQTTTP=<topic>

+MQTTTP: <topic> OK or ERROR

<topic> :MQT & A I i

FEIBAT LA 2 AT, NAEFIMQTT S o (+MQTTCL:0)

“HER: —6627 KR “AA7{EPubilsh T/ .
i 2 B A BIMQTT A RESRAT T 1) e B AR

AT+MQTTTP=2

ERROR: -662
AT+MQTTTP=dal6k_pub
0K

AT+MQTTTP=?
+MQTTTP: dal6k_pub




-OK

8.2.12 AT+MQTTV311 Zi#]/#HE MQTTv3. 1.1 #piX

HifFEL: WEIEL:
AT+MQTTV311=? AT+MQTTV311=<use v311>

+MQTTV311: <use v311> OK

<use v311>: 1 (v3.1.1) / 0 (v3.1)

TEIBAT BEA 2 2/, NIZEFIMQTTZS 7 i (+MQTTCL:0)
i B LW ZIMQTT A RESRAS BT (M e B AR

AT+MQTTV311=?
+MQTTV311:0
0K
AT+MQTTV311=1
0K
AT+MQTTV311=?
+MQTTV311:1
0K

8.2.13 AT+MQTTPING & #j)/# & MQTT ping A }H

HHHEL BEIER:

AT+MQTTPING=? AT+MQTTPING=<period>

+MQTTPING: <period> OK or ERROR

<period>: Ping/&# (F)

FEIBAT I A& 2 T, MAEFAMQTT S o (+MQTTCL:0)
i L BT 5 SIMQTT A BESRAT W7 A e B RCR

AT+MQTTPING=?




+MQTTPING: 600
0K
AT+MQTTPING=300
0K

8.2.14 AT+MQTTCID & MQTT X /' ¥% ID

HiMFEL: PB4
AT+MQTTCID="? AT+MQTTCID=<client id>

+MQTTCID: <client id> 0K

{client id>: Client ID.

FEIBATBEA 2 2/, NZEFIMQTTZS 7 i (+MQTTCL:0)
i B LW ZIMQTT A RESRAS BT (M e B AR

AT+MQTTCID=?

+MQTTCID:dal6x_CCA4 ; generate a default cid if there’s
no cid stored in NVRAM

ATH+MQTTCID=client-1

OK

AT+MQTTCID=?

+MQTTCID:client-1

OK

8.2.15 AT+MQTTLI #E#/#%E MQIT BRXER

EERtIEERC PB4
AT+MQTTLI=? AT+MQTTLI=<name>, <pw>

+MQTTLI : <name>, <pw> OK or ERROR

<name>: ID.




<pw>: Password.

ERROR:-673 F7R “RIEHEMH 4
TEIBATI AT 2 2 BT, NAEFIMQTTZ F i (WMQTTCL:0)

i 2 HUH A SIMQTT A RESRAG 8 i e B RCR

ATMQTTLI=?

ERROR:-673
AT+MQTTLI=dal16k_user, 12345678
0K

AT+MQTTLI=?

+MQTTLI: dal6k_user, 12345678
0K

8.2.16 AT+MQTTWILL Z#/#%E MQIT BIEHEE

HHIEL BEEL:

ATHMQTTWILL=? AT+MQTTWILL

+MQTTWILL: <topic>, <msg>, <gos> 0K or ERROR

<{topic>: Will i,
<msg>: WillW .
<qos>: ¥fqos. 0 (L —W) , 1 (D

=% 2 UREF—TO .

@ “HHR: -664H(-665" FonHh/b T Y R .
@ I E S SIMQTITA LSS 8T L B AR

AT+MQTTWILL=?

ERROR: -664

Or

ERROR: -665
ATMQTTWILL=dal6k will, bye, 0
0K

AT+MQTTWILL
+MQTTWILL:dal6k will, bye, 0
0K




8.2.17 AT+MQTTDEL E & MQTT i &

AT+MQTTDEL

OK or ERROR

EIBAT AT A 2 00, NAEFIMQTTE f i (+MQTTCL:0)
a4 B B T A MQT TR &

AT+NWMQDEL
OK

8.2.18 ATHMQTTCL ZE#)/¥%E MQTT & P imfEgeiR%S

QIR R wEES:
AT+MQTTCL=? ATHMQTTCL=<mqtt client>

+MQTTCL : <mgtt client> 0K

<mgtt _client>: 0 (ZEHD) , 1 (AHD

DA16200 (DA16600) MIZEFF|MZ%. I, a5 AElEH

MR RFEFEZ, WMQTTER 7 m A BB E3), Bovtkar & X2 s
2 /4% IEMQTT 25 /- i

ER AT 0T, FEREMITARESH, WMQTTARERIP, %5,
gl e

AT+MQTTCL=1
OK
AT+MQTTCL=?
+MQTTCL: 1
OK




8.2.19 AT+MQTTMSG =45 MQTT J§ &

AT+MQTTMSG=<msg>, <topic>

OK or ERROR

BAEA R

RIERLI: HNWMQMSGSND: 1

FIEIM . +NWMQMSGSND: 0, <err code>

<mSg>: gﬁﬁm?ﬁlﬁ\ o
<topic> :MQTF (Arik)

MQTTZ P it e B Je 8l (++MQTTCL: 1)

AT+MQTTMSG=Hello world !!!

0K

+NWMQMSGSND : 1

AT*MQTTMSG=" {"car”:"red”, “type”:”bus”}’

0K

+NWMQMSGSND : 1

AT+MQTTMSG=Hello

0K

+NWMQMSGSND: 0, -6 // send failed due to mqtt is not in connected state

8.2.20 AT+MQTT MQTT &£ & E

ATHMQTT=<host name>, <port>,
{sub_topic>,

<{pub_topic>,

<{qos>, <tls>,

{username>,

<{password>

OK or ERROR

<host name>>: Broker[jim44 & IP
{EhE




<port>: Brokerf]im 5.

<<sub topic>: MQTTiT [ & £/,

<pub topic>: MQITKAi# + 8.

<qos>: MQTT qosZ& 5.

<tls>: JAH/ZEHMQTT tls. 1 UG , 0
(ZEHD S

<username>: FFID (A[iE) .

<password>: EIREHEM (Alk)

R TUZATMQTTZ P 3. SN dT & J5, RV HAIEBTE8h. 18
HOFTR BN, R BRI R

FEIBAT LA 2 /T, NAEFIMQTT S o (+MQTTCL:0)

ATHMQTT=192. 168. 0. 65, 1884, dal6k sub, dal6k pub, 0,0
. Below are logs after DA16200 reboot

+INIT:DONE, 0

+CWJAP: 1,  test_ap ssid’, 192.168. 0. 88

+MQTTCL: 1

8.2.21 AT+MQTTAUTO T#)/#E MQIT BH)E3h

HHIEL BEE2:

AT+MQTTAUTO=? AT+MQTTAUTO=<auto>

+MQTTAUT : <auto> OK or ERROR

<auto>: 1 (JAH) , 0 (ZEH]D)

FEIGAT I & Z AT, MAEFIMQTTE o (+MQTTCL:0)
BROAE N0 (BEHD
TG L R R SIMQTT A R A 2

AT+MQTTAUTO=?
+NWMQAUTO: 0

0K
AT+MQTTAUTO=1
0K
AT+MQTTAUTO=?




+NWMQAUTO: 1
OK

8.2.22 AT+MQTTCS &/ E MQTT Clean &iHIRA

HiFEL: BB A
AT+MQTTCS=2 AT+MQTTCS=<clean session>
+MQTTCS: <clean session> OK or ERROR
<clean_session>: EER) . 0 (IR

FEISAT BEA 2 2 /T, NZEFIMQTTZS 7 i (+MQTTCL:0)
BN, DN matt e - S W T ER I Ry B B85, SN0 i b T i
R 2GR REE, BB ST N

AT+MQTTCS=1
OK
AT+MQTTCS=?
+MQTTCS: 1

OK

8.3 MQTT EEHT

® —kuUl, AT MQTT dv47E 10 #P M2, Fi 7 AT+MQTTCONN Ao i, an5is s
JoiZ: Vi Internet, AT+MQTTPUB #y4-#7E 10 #PpIMARL. {HJE, AT+MQTTCONN iy 4 1l it
T B Z (I ], RN TE % 95 1 N 26 B85 vh E A e B 0.



9 SME BN

9. 1. 1AT+ADCINIT ADC ¥J4&4k

AT+ADCINIT

OK or ERROR

#GPIOA_0. GPTIOA_1. GPIOA 2. GPIOA_3fic & AADCHIAR I F N\ 51 i
GPIOA 0:ADCIiEi&0
GPIOA 1:ADCi@i&1
GPIOA 2:ADCifEi#&2

GPTOA 3:ADCi@iE3

AT+ADCINIT

OK

9. 1. 2AT+ADCCHEN {# 8§ ADC i

AT+ADCINIT=<channel >, < resolution >

OK or ERROR

<channel>: ADCIHIEZwS[0]1]2]3]

<resolution>: ADCH¥#EZ., [HE N12{i.

ADCRAEVEHI0™ 1. 4v

AT+ADCCHEN=0, 12

OK

9. 1. 3AT+ADCSTART J8 3l ADC

- AT+ADCSTART=<divider>




OK or ERROR

<divider>: ADCHMHiige KAt
Blan, Hdivider N1}, IMHz/ (divider (1) +1) =
500khz

AT+ADCSTART=1

OK

9. 1. 4AT+ADCREAD & ADC P12

AT+ADCREAD=<channel>, <sample count>

OK or ERROR

<channel >: ADCI#iEZ 5 [0]1|2]3].

<sample count>: ZB{ZEUIFEASEY .

AT+ADCREAD=0, 16

[ 279 275 269 271 270 268 268 274 274 277 276
269 271 276 264 274 ]

OK

9. 1. 5AT+ADCSTOP 4% ik ADC

AT+ADCSTOP

OK or ERROR

AT+ADCSTOP

OK




9. 1. 6 AT+PWMINIT PWM %484k

AT+PWMINIT

OK or ERROR

FEGPTOA_1075| FIC & A PWMAd Hy

AT+PWMINIT

+0K

9. 1. TAT+PWMSTART JEZh PWM

AT+PWMSTART=<channel >,
{period>,

{duty>

<mode cycle>

OK or ERROR

<channel>: PWMiHi&, [&E N0
<period>: —EEHHIREN () .
<duty>: dutys&£H

<mode cycle>: [#H5E N0,

AT+PWMSTART=0, 40, 50, 0
OK

9. 1. 8AT+PWMSTOP 4% ik PWM

AT+PWMSTOP

OK or ERROR




AT+PWMSTOP

OK

9. 1. 9AT+I2CINIT #J%&4k 12C

AT+I2CINIT

OK or ERROR

F4GPTOA 8 (12C SDA) + GPIOA 9 (I12C SCL) 3|JHIECE N12CT|

AT+I2CINIT

OK

9.1.10 AT+I2CWRITE MHES A 12C &#&W) 12C F7 %%

AT+I2CWRITE=<slave address>, <register>, <length>, <values>

OK or ERROR

<slave address>>: T2CTBC&HISAL ML (FoNitd]D .
<register>: EHANWZFFAE CHNEEHD
<length>: G NKIHHEASE (+75#tH])
<values>: TG NHIHHE (HoNskD

AT+I2CWRITE=dO, 10, 3, 670292

OK

9.1.11 AT+I2CREAD M I12C ¥ B &-1E 28 bt VA

AT+I2CREAD=<slave address>, <register>, <length>

OK or ERROR

<slave address>>: IZC&%E@S{j}Ai@i& (“{‘}—\lﬁﬁ?U)




<register>, : EIRIAIZTAAHE oSt
<length>: BEHUNEIRKE (6D

AT+I2CREAD=dO, 10, 1
66

OK

9.1.12 AT+SLEEPMS # A SLEEP3 3 3-7E$8 & I [A] e iR

AT+SLEEPMS=<period>

OK or ERROR

<period>: WRMEMFIR] (CLZRYNRAL) o Hek A
2097151000 (£J24K)

AT+SLEEPMS=5000

+INIT:DONE, 0

9.1.13 AT+GPIOWR ECE GPIO %yHi s F

AT+GPIOWR=<port>, <pin>, <level>

OK or ERROR

<port>: GPIO¥I15.

@® 0:GPIOA

® 2:GPI0C

<pin>: GPIOG|JH% 'S . KR —At7NiEhilE
I HFR/RGPIORL .

<level>: GPIO%H L.

® 0:1%




® 1. =i

GPTOTS 22 B N A2

F4GPIOC[8: 6L & Nt 1 B o L F
GPI0s 6, 7, 8 WE N _#H|H1 1(0000 0001 1100 0000).

AT+GPTOSTART=2, 1c0. 1 OK AT+GPIOWR=2, 1c0. 11EH

9.1.14 AT+GPIOSTART ECE GPIO EH

AT+GPIOSTART=<port>, <pin >, <direction>

OK or ERROR

<port>: GPIOuGI5,

@® 0:GPIOA

® 2:GPIOC

<pin>: GPIOF| g5 . X2 — AT NethlE
It HARZRGPIOLLIE .

@ GPIOA:GPIOAO GPIOAL1L

@ GPI0C:GPIOC6 GPIOCS

<direction>: GPIOS| /7.

® 0: K5 BE MmN

® 1. 55| BE v

; FCE GPIOA [3:0] Afaih:

; GPIOs 0,1,2,3 W& NI (0000 0000 0000 1111).
AT+GPTOSTART=0, f, 1

OK

: To configure GPIOC [8:6] input:

; GPIOs 6, 7, 8 W& N #HIAIL 1(0000 0001 1100 0000).
AT+GPTOSTART=2, 1¢0, 0

OK




9.1.15 AT+GPIORD i GPIO #yAfE

AT+GPIOWR=<port>, <pin>

<{Read value>: [h’0 ~ h’ 1fff]

OK or Error

<port>: GPIO¥ 15,

@® 0:GPIOA

® 2:GPIOC

<pin>: GPIOF| g5 . X2 — AT ethlfE
It HARZRGPIOLLIE .

GPTOE 15 B Nt X

; HGPIOC[8: 6]Mc B Jvfar thi I B B N my it
AT+GPTIOSTART=2, 1c0. 1 OK
AT+GPIOWR=2, 1c0. 1 IE#

s PR BAIRPIRAS :

AT+GPIORD=2. 1¢0

0x01c0

OK

9.1.16 AT+LEDINIT Fc® LED 3|

AT+LEDINIT

OK or ERROR




ft BGPIOC 6 (LED1) /GPTIOC 7 (LED2) /GPIOC 8 (LED3) 5|JHIZGPIO
Lingan

AT+LEDINIT

+0K

9.1.17 AT+LEDCTRL #:4% LED

AT+LEDCTRL=<port >, <status>

OK or ERROR

<port>: GPIO¥I[15
1:GPIOC_6

2:GPIOC_7

3:GPIOC_8
<status>: LEDIRA
of f: LEDIEK

on: LEDZ:

FLED1/2/3 (GPIOC 6/7/8) 5| ¥ B N o i sl Ak

AT+LEDCTRL=1, off

OK

10 HTTP A=Ay <

10.1 HITP #4—MFE

AT+HTTPC {5 FH 326 T 3 BIHT TP 7 Uity

AT+HTTPCTLSAUTH [i% B IF P38 E A 2
AT+HTTPCALPN [ & 5 E P i




AT+HTTPCSNI

BEE MRS S A AR R

AT+HTTPCALPNDEL

M B3 BT A5 ORAF I ALPN

AT+HTTPCSNIDEL

it B PRAF [FISNT

10.2 HTTP #84-H#iR

10.2.1 ATHHTTPC fEREDN)E3) HTTP & 7 ¥

AT+HTTPC=<url>, <method> (, <msg>

)

AT+HTTPC=<url>, message
, <’ header+bod y’ >

OK or ERROR

<url>: HTTPHRZS Sl
<method>: GET. POSTE{PUT.
<msg>: POSTFIPUT J5 ¥ (5 =K 14
S

o

<url>: HTTPHRZ #Hhil .
message: K7 51 [ i 1650 (i
ARt tp TR o

<’ header+tbod: LA “headertbody”
(T AN A SR AT 5

H s RGN EREFIAP,

Example 1
AT+HTTPC=https://httpbin. org/
get, get

0K

Example 2
AT+HTTPC=https://httpbin. org/
post, post, HTTP-Client POST
method sample test!

OK

Example 3

AT+HTTPC=https://httpbin. org/

HTTP server should exist.

GET  method

Example 1
request (header)
AT+HITTPC=http://httpbin. org/g
et, message, ~ GET /get
HTTP/1. 1\r\nHost:

httpbin. org\r\nConnection:

Close\r\n\r\n’
Example 2 POST method
request (header+body)

AT+HITTPC=http://httpbin. org/p




put, put, HTITP-Client POST | ost, message, ~ POST /post
method HTTP/1. 1\r\nHost:

sample test! httpbin. org\r\nAccept:

0K */*\r\nContent

Length: 10\r\nConnection:

Close\r\n\r\nHelloWorld\r\n’

10.2.2 AT+HTTPCTLSAUTH % & iF I EAE

AT+HTTPCTLSAUTH=<t1ls auth mod
e>

OK or ERROR

MBEDTLS_SSL_VERIFY _NONE 0
MBEDTLS_SSL_VERIFY OPTIONAL 1
MBEDTLS_SSL_VERIFY REQUIRED 2

NI A B R 55 o 2 ATEAT B L

AT+HTTPCTLSAUTH=1;

OK

10.2.3 AT+HTTPCALPN B N FH R

AT+HTTPCALPN=<alpn_number>, <alpnl>, <alpn2>, <alpn3>

OK

<alpn number>: alpnf¥ &
<alpnl>: ZF—"alpn
<alpn2>: # _Aalpn

<alpn3>: % =Aalpn




DA ERL B 5545 < T AT B A

AT+HTTPCALPN=1, http/1. 1
0K

10.2.4 AT+HTTPCSNI % BIRF2BLZFRIER

AT+HTTPCSNI=<sni>

OK

{sni>: RSS2 HEFR

DA ERL B 5545 < T AT B A

AT+HTTPCSNI=httpbin. org

OK

10.2.5 AT+HTTPCALPNDEL MiEx A R 7E ] ALPN

AT+HTTPCALPNDEL

OK or ERROR

WA A B R 55 o 2 ATEAT B L

AT+HTTPCALPNDEL

10.2.6 AT+HTTPCSNIDEL MHIEEAFAEI SNI

AT+HTTPCSNIDEL

OK

DA ERL B 5545 < T AT B A




AT+HTTPCSNIDEL

OK

11 f&Zh#%

111 fRIhFEHESR—K

AT+DPM /N DPMIRIIFERE T (s1eepd3tbial {4 N 48 85 )

AT+DPMKA 25 /1% B DPM keepalive & #f

AT+DPMTIMWU  [&%9f)/ % B DPM TIMM:fE 1141

AT+DPMUSERWU | £ 1 / 152 B DPMFH = i g Fisf 1]

AT+CLRDPMSLPEXT |A~33 ADPM HEERE

AT+SETDPMSLPEXT i A\ DPMHEHR

AT+SETSLEEP2EXT ({EFi5 5€ [P (8] Bt PN i3t ADPM sleep2f =

11. 2 fRIIFETR & 1A

11.2.1 AT+DPM ZE#)/3# N DPMAETIEEMER (sleep3 R
PR P 2% )

HFEL: BEIE:

AT+DPM=2 AT+DPM:<deﬂ> [, <l’1VIIl_OI11y>:|

+DPM:<0 1> OK or ERROR

<dpm>: 0 (KM , 1 (FTFF) &

<nvm only>: 1 (R¥dpmt&z5 Anvram, MAEA




HH RS, 0BRTEE CE dpmt 2 58T /A 3D

IAESTABEL T/

DPMPC & £7-fif fENVRAM A

mE “<nvram_only>” ZHCNFHCRIEE, I HATAHSWNIER, W
Bk 5 3 2)

O +INIT:DONE, DA16200 (DA16600) J& Bl & i%07H &

W AT A A B4 F JE &%, MIDA16200 (DA16600) 7EAS T 37 5 3h HI 1 i
N R I%ERRORYY 2.

® UR “nvram only” Z¥y “17 , WM T3 EITEE R4S

“TE+ R B

@ 4DA16200 (DA16600) 53NN, DA16200i:A ElERF]

LI SENVRAMA G /] FH (W1 -F i Re(5 2, WG ANAP

O +CWJAP:0, <reason>BR+CWJAP:1, ’<SSID> , <IPHuhk>{E AWi-Fi
JCETIUERE S

O W RWi-FiEHeAE Ja Zhid #2 v i T3 Lo R AME LT e e (i, AP
BAL. SAPHIIGE @S M8 AEf 7RI ERDSE) |, +COWJAP: x I BE
ALK IE, JF A E—Lemt ), EX PR T, 5% AU
+CWJAP: X

AR IS, AR R AR P A RO, BUHERSRK A (AT+CWQAP)
S E RS R ERER: (AT+CWJAP/AT+CWJAPA)

® 1RACE TMQTT, DA16200 (DA16600) H iRk 442 FIMQTT

fREE, JEHLE R - ANWMQCL : 0ZK+NWMQCL: 1 - [A i@ it UART 1 R 1%

UISEDPMBEE N1 (TRUE) , DA16200 (DA16600) H54{EDPM

O I RAEDPMIE R T AR IWi-Fii%4%, DA16200 (DA16600) #f ik A\ 7
HDPMHAE

O sk DPMIERAE R :

24DA16200 (DA16600) FEDPMBEHRHIZ AT, #n 2R Hy 3 JE A 5 KIDA 16200
S5I8EMAPLL T “WidFi&Ese” HRAS, DAL16200KF AT 7 W DPMERAE . 7




HDPMA AR Ty Wt

U FAPTEBE KK, DA16200 (DA16600) K fd FH Fl e SLIIRTCTH I 2% (R
N5 HDPM RTCTFAS &%) E NEIRIRZS . W12RDA16200 (DA16600) 47
HDPM RTCTHIN 8% MefE, DA16200KF 2 1k 78 Tl i ST I 5] Br N 4% 21l i
SEMIAP, FEFFVARHRTE A 1] . DA16200/% JAbnormal DPMERAE 1
BRI TUE S, EF P ar DUR SR B2 R AR P B 49 37 A8 UM ok 28

O WnRESL TWi-FidEs:, HARMIMATTER: CnH s H TMTT |

DA16200 (DA16600) 431X 2 IEHFIMQTTACHE, FFARIEMQTTH =
DPM 5 E 13 A\ DPMHEEH

AT+DPM=?

+DPM: 0

0K

AT+DPM=1

: DPM enabled and system reboots automatically.
0K

+INIT:DONE, 0

AT+DPM=1, 1

: DPM enabled without system reboots
0K

AT+DPM=?

+DPM: 1

0K

11.2.2 AT+DPMKA & #)/#% B DPM keepalive B

AL WHETEL:
AT+DPMKA=? AT +DPMKA:<per iod>

+DPMKA=<millisecond> OK or ERROR

<period>: RGN (Z#F, 07600000)




® L E 7 fifi (ENVRAMH
® TEENEE ARG A RN

AT+DPMKA=?
+DPMKA : 30000
OK
AT+DPMKA=5000
OK

AT+DPMKA=?
+DPMKA : 5000
OK

11.2.3 AT+DPMTIMWU Z5i#)/¥¢ B DPM TIM MR it%

HHHEL: BEIE:

AT+DPMT IMWU=2 AT+DPMTIMWU=<count>

+DPMTIMWU=<count> 0K or ERROR

<count>: TIM wake-up count (1 ~ 6000).
BA7: 100ms

® it B (B {ENVRAMA
® TEHEPIENARGRA LK

AT+DPMT IMWU=?
+DPMTIMWU: 10
0K
AT+DPMTIMWU=20

OK




11.2.4 AT+DPMUSERWU Z#/¥ & DPM F 7 MeEERT [A]

SRR WHEIES:
AT+DPMUSERWU=2? AT+DPMUSERWU=<time>
+ DPMUSERWU =<second> 0K or ERROR

<time>: FH/MEERW] (FF, 0786400)

@ hin & E s leep3 i T AIRG 2 i A] H e fig— Ik
® it E 7 ETENVRAMA
® TEFEMIOMAGAREER

AT+DPMUSERWU=?
+DPMUSERWU: 0

0K
AT+DPMUSERWU=300
0K
AT+DPMUSERWU=?
+DPMUSERWU: 300
0K

11.2.5 AT+CLRDPMSLPEXT 5 FF DPM B

AT+CLRDPMSLPEXT

OK or ERROR

‘B EDPMIE L N AR
NN AE 38 I A MR 5| IR EEDA 16200 (DA16600) J5200Z 40 NHAT
4, T, DA1620044 33 A\ DPMAEHR

AT+CLRDPMSLPEXT
OK




11.2.6 AT+SETDPMSLPEXT # A\ DPM BEAR

AT+SETDPMSLPEXT

OK or ERROR

"EAEDPMASE R LA

i 2R DA16200 ( DA16600 ) % &k &f M i {5 5 me 8, JF H 34T T
“AT+CLRPDPMSLEXT” 74>, U LA 58 B8 EE AT AR ML J5 A itk
. WHRAEML 5 G R 4T b A4, DA16200 (DA16600) KA 4x ik

DPMEERR

AT+SETDPMSLPEXT
OK

11.2.7 AT+SETSLEEP2EXT 7E #& 5& FJ B} [6] Bt PN i3t \ sleep2
R

AT+SETDPMSLPEXT=<period>, <retain_

dpm memory>

OK or ERROR

<period>: WM, LAFPINEAL. fHet

2097151 (Z)24K)
<{retain dpm memory>: 1 (ff#E) , 0 (AR

BEFEDPMIE L AR
® DA16200 (DA16600) TEREARH 7] FHRTC WAKE upM i
TEAT+SETSLEEP2EXT

@ DA16200 (DA16600) MMk A% “+INIT:DONE:0”

@ <period>ZEIME MO, KsDPMik B NN AERTC WAKE UPZEAt & AR
M

AT+SETSLEEP2EXT=10, 1
OK
+INIT:DONE, 0




12 12 OTA &

12.1 OTA$84F—%

AT+OTADWSTART — FF4h MR 55 %5 R 3ROTALE {4

AT+OTADWSTOP {5 1EOTAE 4 %%

AT+OTARENEW {5 FH B8 3 () [ 14 2387 )5 3

12. 2 OTA 84k

12.2.1 AT+OTADWSTART FFi&F#R OTA

AT+OTADWSTART=<fw_type>, <uri>

OTADWSTART: 0x00

{fw_typed: WBE N[ 27

<uri>: [EAFFTEE R RS 2R URL

H bR F 98 N2 $IAP

OTAHR 55 48 1% A7 A

fw_typeMNiZ&/ NG TR

AT+NWOTADWSTART=rtos, https://server/DA16200 RTOS—-GENO1-01-
1111-000000. img

0K

+OTADWSTART: 0x00

12. 2.2 AT+OTADWSTOP 421k OTA B4 T

AT+OTADWSTOP

OK or ERROR

AT+OTADWSTOP
OK




12. 2.3 AT+OTARENEW ¢ S E GBS /B3

PATHES AT+OTARENEW
0 7 +OTARENEW : 0x00
ZH0 -
R PAT 5E S K H Bl
SEA AT-+NWOTARENEW

+NWOTARENEW: 0x00

13 AT R IRIER

AT CMD ERR COMMON WRONG CC

Category Value [Error Code Description
Common 0 AT CMD ERR CMD OK 0K, No error.
-1 AT CMD_ERR UNKNOWN_CMD Unknown command
—2 AT CMD ERR INSUFFICENT ARGS Insufficient parameter
-3 AT_CMD_ERR_TOO MANY_ ARGS Too many parameters
—4 AT CMD ERR WRONG ARGUMENTS Wrong parameter value
-5 AT CMD ERR NOT SUPPORTED Unsupported function
-6 AT_CMD_ERR_NOT_CONNECTED Not connected to an AP
-1 AT CMD ERR NO RESULT No result
-8 AT CMD ERR TOO LONG RESULT Response buffer overflow
-9 AT_CMD_ERR_INSUFFICENT CONFIG Ffunction is not configured
-10 AT CMD ERR TIMEOUT Command timeout
-11 AT CMD ERR NVR WRITE INVRAM write failure
-12 AT CMD ERR RTM WRITE Retention memory write failure
“13 AT CMD ERR SYS BUSY System busy
-14 AT CMD ERR MEM ALLOC Memory allocation failure
=20 AT CMD ERR DATA TX Data Tx failure
-22 AT CMD ERR TP ADDRESS IP address get failure
-100 AT CMD ERR_COMMON SYS MODE Wrong system running mode
~110 AT CMD ERR COMMON ARG TYPE Wrong argument type
-111 AT CMD ERR COMMON ARG RANGE Argument int-value range error
-112 AT CMD ERR COMMON ARG LEN Argument value length error
-113 Wrong Country—Code




“H4 AT CMD ERR COMMON WRONG MAC ADDR [Vrong MAC address
FLASH -170 AT CMD ERR SFLASH READ SFLASH driver read failure
-171 AT CMD ERR SFLASH WRITE SFLASH drive write failure
-172 AT CMD ERR SFLASH ERASE SFLASH driver erase failure
NVRAM -180 AT CMD ERR NVRAM READ INVRAM driver read failure
-181 AT CMD ERR NVRAM WRITE INVRAM driver write failure
-182 AT CMD ERR NVRAM ERASE INVRAM driver erase failure
-188 AT CMD ERR NVRAM NOT SAVED VALUE [No saved value in NVRAM
Basic =200 AT CMD ERR BASIC ARG NULL PTR Not used in AT-CMD module
-201 AT CMD ERR BASIC ARG DATE Argument “Date” format failure
-202 AT CMD ERR BASIC ARG TIME Argument “Time” format failure
-203 AT CMD ERR BASIC ARG TIME ETC Argument Time value failure
Category Value [Error Code Description
UART -220 AT CMD ERR UART INTERFACE Not defined UART type
-221 IAT CMD ERR UART BAUDRATE Argument “BaudRate” failure
—222 IAT CMD ERR UART DATABITS Argument “DataBits” failure
-223 IAT CMD ERR UART PARITY Argument “Parity” failure
-224 AT CMD ERR UART STOPBIT Argument “StOpBitS” failure
-225 AT CMD ERR UART FLOWCTRL Argument “FlowCtrl” failure
—226 AT CMD ERR UART BAUDRATE NV WR INVRAM Write failure — Baudrate
=227 AT CMD ERR UART DATABITS NV WR INVRAM Write failure — DataBits
-228 IAT CMD ERR UART PARITY NV WR INVRAM Write failure — Parity
-229 AT CMD ERR UART STOPBIT NV WR INVRAM Write failure — StopBit
-230 AT _CMD_ERR _UART FLOWCTRL_NV_WR INVRAM Write failure — FlowCtrl
DPM -300 IAT CMD ERR DPM MODE DISABLED DPM operation is not enabled
-301 AT CMD ERR DPM SLEEP STARTED Already DPM sleep function is running
-302 AT CMD ERR DPM FAST CONN EN Fast—connection function is enabled
-303 AT CMD ERR DPM USER RTM ALLOC Failed to allocate user area RTM.
-304 AT CMD ERR DPM USER RTM DUP Already same Task name exists
-305 AT7CMD7ERR7DPM7M0DE7ARG Wrong argument type : DPM flag
-306

AT _CMD_ERR_DPM_NVRAM FLAG_ARG

Vrong argument type : Nvram flag




=309 AT CMD ERR DPM_SLP2 PERIOD TYPE  [ITong argument t type : Period
-310 AT CMD ERR DPM SLP2 PERIOD RANGE Wrong argument value range Period
=311 AT CMD ERR DPM SLP2 RTM FLAG Wrong argument type : RTM flag
| ARG
-312 AT CMD ERR DPM SLP1 RTM FLAG Wrong argument value range : RTM flag
| RANGE
-313 AT CMD_ERR DPM_SLP1 RTM_FLAG Wrong argument type : RTM flag
| ARG
-314 AT CMD ERR DPM SLP1 RTM FLAG Wrong argument value range : RTM flag
| RANGE
Category Value [Error Code Description
Wi-Fi ~400 AT CMD_ERR WIFT NOT CONNECTED ~ [Not connected to AP
“40L AT oMD ERR WIFT RUN MODE Typg  [Vrong argument type
-402 AT CMD ERR WIFI RUN MODE RANGE Wrong argument value range
Category Value [Error Code Description
-403 AT CMD ERR WIFI MAC ADDR Wrong string type for MAC address
-404 AT CMD ERR WIFI WPS PIN NUM Wrong PIN number for WPS connection
~406 AT CMD_ERR WIFI_SCAN_UNSUPPORTED [SCAN command not supported
-407 AT CMD ERR WIFI PSCAN FREQ RANGE Wrong argument value range : Frequency
-408 IAT CMD ERR WIFT PSCAN CMAX RANGE Wrong argument value : Max RSSI threshold
-409 IAT CMD ERR WIFT PSCAN CMIN RANGE Wrong argument value : Min RSSI threshold
-410 AT CMD ERR WIFI JAP SSID NO VALUE No saved SSID information in NVRAM
-411 AT CMD ERR WIFI JAP SSID LEN Too long SSID string ( Max length : 32 Bytes )
~412° AT CMD_ERR WIFI_JAP_SECU_ARG_TYPE [Vrong argument type : Auth
-413 AT7CMD7ERR7WIF17JAP7$ECU7ARG7RANGEWrong argument value range . Auth
-414 AT CMD ERR WIFI JAP OPEN TOO Too many arguments for OPEN-mode
MANY_ ARG
-415 AT CMD ERR WIFI JAP OPEN HIDD Wrong argument type (OPEN) : Hidden flag
EN_TYPE
-416 AT CMD ERR WIFI JAP OPEN HIDD Wrong argument value (OPEN) . Hidden flag
EN_RANGE
417 Wrong argument type (Security) : Hidden flag

AT _CMD_ERR_WIFI JAP_SECU_HIDD

EN_TYPE




-418 AT CMD ERR WIFI JAP SECU HIDD Wrong argument value (Security) : Hidden flag
EN_RANGE

-419 AT CMD ERR WIFI JAP WEP IDX TYPE Wrong argument type : WEP Index

-420 AT CMD ERR WIFI JAP WEP IDX RANGE Wrong argument value range : WEP Index

—421 AT CMD_ERR WIFT JAP WEP KEY LEN Wrong argument : WEP key length

~422 AT CMD_ERR WIFT_JAP_WPA MODE TYPE [\rong argument type : Encrypt

-423 AT_CMD_ERR_WIFI_JAP_WPA_MODE_RANGEWrong argument value range : Encrypt

-424 AT CMD ERR WIFI JAP WPA KEY LEN Wrong argument : WPA PSK length

-425 AT CMD ERR WIFI JAPA SSID NO VALUENO saved SSID information in NVRAM

—426 AT CMD_ERR WIFI_JAPA SSID LEN Too long SSID string ( Max length : 32 Bytes )

-427 AT CMD ERR WIFI JAPA PSK LEN Wrong argument : WPA PSK length

-428 AT CMD_ERR_WIFI_JAPA WEP_NOT_ Not supported security mode : WEP-mode
SUPPORT

Category Value [Error Code Description

-429 AT7CMD7ERR7WIF17JAPA7HIDDEN7TYPE Wrong argument type : Hidden flag

-430 AT CMD ERR WIFI JAPA HIDDEN RANGE Wrong argument value range : Hidden flag

-431 AT CMD ERR WIFI JAPA WPA3 MOD Wrong argument type : wpa3d flag
E_TYPE

—432 AT CMD ERR WIFI JAPA WPA3 MOD Wrong argument value range . wpa3 flag
E_RANGE

-433 AT_CMD_ERR_WIFI_JAPA WPA3_ HID Wrong argument type : Hidden flag
DEN_TYPE

-434 AT CMD ERR WIFI JAPA WPA3 HID Wrong argument value range : Hidden flag
IDEN_RANGE

~435 AT CMD ERR WIFT ROAP ROAM TYPE  [Vrong argument type

~436 AT CMD ERR WIFT ROAP_ROAM RANGE  [Vrong argument value range

-437 AT CMD ERR WIFI ENTAP SSID NO No saved SSID information in NVRAM
| VALUE

-438 AT _CMD_ERR_WIFI_ENTAP_SSID LEN Too long SSID string ( Max length : 32 Bytes )

~439 AT _CMD_ERR WIFI_ENTAP_AUTHO U [Unsupported security mode
NSUPPORT

-440 Unsupported encrypt mode

AT _CMD_ERR_WIFI ENTAP_ENCO_UN
SUPPORT




-441 IAT CMD ERR WIFI ENTAP EAP PHASE1 Unsupported EAP Phase #1 value

—442 IAT CMD ERR WIFI ENTAP EAP PHASE2 Wrong argument value range . EAP Phase #2

-443 AT CMD ERR WIFI ENTAP SECU MODE  [Wrong argument value range : Auth

-444 AT CMD_ERR WIFT ENTAP ENC_MODE Wrong argument value range : Encrypt

—445 IAT CMD ERR WIFI ENTAP EAP MODE Wrong argument value range . EAP Phase #1

-446 AT CMD ERR WIFI ENTAP EAP ID No saved 10gin ID information in NVRAM
NO_VALUE

-447 AT CMD ERR WIFI ENTAP EAP ID LEN Too long ID string ( Max length : 64 Bytes )

-448 AT _CMD_ERR WIFI ENTAP_EAP PWD Too long PWD string ( Max length : 64 Bytes )
| LEN

-449 AT CMD ERR WIFI SOFTAP SSID N No saved SSID for Soft—AP mode in NVRAM
0_VALUE

-450 AT7CMD7ERR7WIFIisOFTApisECUiMODE Wrong argument value : Security

-451 AT CMD ERR WIFI SOFTAP ENC MODE  Wrong argument value range : Encrypt

Category Value [Error Code Description

-452 AT CMD ERR WIFI SOFTAP CH VAL Wrong argument type : Channel
UE_TYPE

-453 AT CMD ERR WIFI SOFTAP CH VAL Wrong argument value range . Channel
UE_RANGE

-454 AT CMD ERR WIFI SOFTAP OPEN T Too many arguments for OPEN-mode
00_MANY_ ARG

-455 AT CMD ERR WIFI SOFTAP CH TX Wrong channel Tx—power value
IPWR_VALUE

-456 AT _CMD_ERR WIFI SOFTAP WEP_NO Unsupported security mode on Soft—AP
T SUPPORT

~457 AT CMD_ERR WIFT SOFTAP ENC MO  [Vrong argument type : Encrypt
DE_TYPE

—458 IAT CMD ERR WIFI SOFTAP ENC MO Wrong argument value range . Encrypt
DE_RANGE

-459 AT_CMD_ERR_WIFI_SOFTAP_PASSKEY_LENTOO short/long PSK length ( length : 8 ~ 63

Bytes )

-460 AT CMD ERR WIFI ALREADY CONNECTED Already Wi-Fi session connected

-461 AT CMD ERR WIFI CONCURRENT NO Not saved concurrent-mode profile information|
| PROFILE

Category Value [Error Code Description




CLI =500 AT CMD ERR WIFI CLI STATUS Failed to run “cli status” command
-501 AT CMD ERR WIFT CLI SET NETWORK Failed to run “cli set network 0”
-502 AT CMD ERR WIFI CLI SET NETWORK HilFailed to run “cli set network 0”7 w/
DDEN’ - - - hidden flag
-503 AT CMD ERR WIFT CLI SELECT NETWOR Failed to run “cli select network 0”
K
-504 AT OMD ERR WIFI CLI SAVE CONF Failed to run “cli save config”
-505 AT CMD ERR WIFI CLI SAVE CONF Hippl[Failed to run “cli save config” w/ hidden
e rlag
-506 AT CMD ERR WIFT CLI DISCONNECT Failed to run “cli disconnect”
=507 AT CMD ERR WIFI CLI DEAUTHENTICAT [Failed to run “cli deauthenticate”
E
-508 AT CMD ERR WIFT CLI DISASSOCTATE Failed to run “cli disassociate”
510 AT CMD_ERR WIFT_CLT_WPS_PBC_ANY [Failed to run “cli wps pbe any”
511 W cMD ERR WIFT CLT WPS PIN GET [Failed to run “cli wps pin get”
512 AT cMD_ERR WIFT CLI WpS PIN ANy [Failed to run “cli wps pin any”
-513 AT CMD ERR WIFI CLI WPS PIN NUM Wrong argument : PIN value (length = 8Bytes )
-514 AT CMD ERR WIFT CLI WPS CANCEL Failed to run “cli wps cancel”
-515 AT CMD_ERR WIFT CLI COUNTRY Failed to run “cli country”
-516 AT CMD ERR WIFI CLI PSCAN CH TL [|Failed to run “cli passive scan
chan time limit”
-517 AT CMD ERR WIFI CLI PSCAN STOP Failed to run “cli passive scan stop”
Category Value [Error Code Description
-518 AT CMD ERR WIFT CLI PSCAN CMAX GE Failed torun “cli passive scan condition max’
T
519 AT CcMD_ERR WIFT_CLI_PSCAN CMAX_SE [Failed to run “cli
T passive scan condition max --+”
-520 AT CMD ERR WIFI CLI PSCAN CMIN GE [Failed torun “cli passive scan condition min”
T
521 AT CMD_ERR WIFT CLI PSCAN CMIN SE [Failed to run “cli
T passive scan condition min -+”
522 AT CMD_ERR WIFT_CLT_SOFTAP_START [Failed to run “cli ap start”
=523 AT CMD_ERR WIFT_CLI_SOFTAP_STop [Failed to run “cli ap stop”
524 AT CMD_ERR WIFT CLI _SOFTAP RESTAR [Failed to run “cli ap restart”
T
Network -600 AT CMD ERR NW NET TF NOT INTTTALI Network interface does not initialize
Basic ZE
-601 Network interface is DOWN

AT CMD_ERR_NW_NET IF IS _DOWN




hrong argument type : interface

-602 AT _CMD_ERR_NW_IP_TFACE TYPE
-603 AT CMD_ERR_NW_IP IFACE_RANGE Mrong argument value range : interface
-604 AT _CMD_ERR_NW_IP_ADDR_CLASS Invalid IP address class
-605 AT _CMD_ERR_NW_IP_INVALID ADDR Invalid IP address type
-606 AT CMD_ERR_NW_IP_NETMASK Invalid Netmask address type
-607 AT CMD_ERR_NW_IP_GATEWAY Invalid Gateway address type
-608 AT CMD_ERR_NW_DNS_A QUERY FAIL Failed to get IP address by DNS Query
-609 AT_CMD_ERR_NW_PING_IFACE_ARG_TYPE [Wrong argument type : Interface
-610 AT CMD_ERR_NW_PING_IFACE ARG _RANG Mrong argument value range : Interface
E
-611 AT CMD_ERR NW_PING DST_ADDR Invalid destination IP address
-612 AT CMD_ERR _NW_PING_TX COUNT Wrong argument : Ping Tx count
DHCP -613 AT CMD ERR NW DHCPC START FATL Failed to start DHCP client
Client -614 AT CMD ERR NW DHCPC HOSTNAME LEN Too long DHCP hostname ( Max length : 32 Bytes )
-615 AT CMD ERR NW DHCPC HOSTNAME TYPE Wrong format for DHCP hostname
DHCP -616 AT CMD ERR NW DHCPS START ADDR No No saved IP pool start-address inNVRAM
Server T - : : .
| EXIST
-617 AT7CMD7ERRﬁNWiDHCPSiENDiADDRiNOTiENO saved IP pool end-address in NVRAM
XIST
-618 AT CMD ERR NW DHCPS WRONG START I Invalid start [P address class
P
| CLASS
-619 AT_CMD_ERR_NW_DHCPS_WRONG_END_IP_CInvalid end IP address class
LASS
-620 AT7CMD7ERR7NW7DHCP871PADDRiRANGEiMMismatCh IP address class range
[SMATCH
621 AT_CMD_ERR_NW_DHCPS_IPADDR_RANGE_OExceed IP address pool count ( Max : 10
VERFLOW
-622 AT_CMD_ERR_NW_DHCPS_NO_CONNECTED_CNb connected client information to DHCP server
LIENT
Category Value [Error Code Description
623 AT OMD_ERR NW_DHCPS_RUN FLAG_TYPE [Irong argument type : dhepd flag
-624 AT CMD ERR NW DHCPS RUN FLAG VAL Mrong argument value range : dhcpd flag
-625 AT CMD ERR NW DHCPS LEASE TIME TY Wrong argument type : dhcpd lease time
PE
-626 Wrong argument value range : dhcpd

AT CMD ERR_NW DHCPS LEASE TIME RAN

lease time




GE

SNTP -629 AT CMD ERR NW SNTP NOT SUPPORTED [SNTP client does not supported
Client ~630  |AT_CMD ERR NW SNTP_FLAG TYPE Wrong argument type : SNTP flag
-631 AT CMD ERR NW SNTP FLAG VAL Wrong argument value range : SNTP flag
-632 AT CMD_ERR_NW_SNTP_PERIOD TYPE Wrong argument type : SNTP period
-633 AT CMD ERR NW SNTP PERIOD RANGE Mrong argument value range : SNTP period
MQTT -634 AT_CMD_ERR_NW_MQTT_NOT_CONNECTED INo connected MQTT session
Client -635 AT CMD ERR NW MQTT NEED TO STOP Need to stop the already connected MQTT
session
~636 AT CMD_ERR_NW_MQTT UNKNOWN_OP_ID
=637 AT CMD ERR NW MQTT CLIENT TASK STA
RT
MQTT ~638 AT CMD_ERR NW MQTT BROKER NAME NO
Broker T
| FOUND
=639 AT CMD _ERR NW MQTT BROKER PORT NU
M
| TYPE
~640 AT CMD_ERR NW MQTT BROKER PORT NU
M
| RANGE
-641 AT CMD ERR NW MQTT BROKER NAME LE
N
Category Value [Error Code Description
MQTT “642 AT CMD ERR NW MQTT TLS TYPE Wrong argument type : tls
TLS -643 AT CMD ERR NW MQTT TLS RANGE Mrong argument value range : tls
-644 AT CMD ERR NW MQTT TLS ALPN NOT EXNO Saved ALPN information in NVRAM
IST
“645 AT CMD ERR NW MQTT TLS ALPN COUNT [Vrong argument type : count
TYPE
-646 AT_CMD_ERR_NW_MQTT_TLS_ALPN_COUNT_'Wrong argument value range : count (1 ~3 )
RANGE
-647 AT CMD ERR NW MQTT TLS ALPN NAME LTOO long ALPN name length (Max : 24 Bytes)
EN
-648 AT _CMD_ERR_NW_MQTT TLS_SNI_NOT_EXINo saved SNI information in NVRAM
ST
-649 Too long SNI string length (Max : 64Bytes)

AT CMD ERR NW MQTT TLS SNT LEN




-650

AT CMD ERR NW MQTT TLS CSUITE NUM_
NOT EXTST

No saved CipherSuite count value inNVRAM

Category Value [Error Code Description
-651 AT_CMD_ERR_NW_MQTT_TLS_CSUITE_NOT_Nb saved CipherSuite information inNVRAM
EXIST
-652 AT7CMD7ERR7NW7MQTT7TLSfCSUITEiNUMiFailed to write Cipher Suit count info to
NVRAM WR INVRAM
-653 AT_CMD_ERR_NW_MQTT_TLS_CSUITE_NVRAFailed to write Cipher Suit info to
M_WR INVRAM
MQTT -654 AT7CMD7ERRﬁNWiMQTTisUBsiTOPICiNOTiSUB topic does not exist in NVRAM
Sub-Topic EXTST
-655 AT _CMD_ERR_NW_MQTT SUBS_TOPIC NUM_Wrong argument type : count
TYPE
-656 AT CMD ERR NW MQTT SUBS TOPIC NUM [Vrong argument value range : count (174)
RANGE
-657 AT CMD ERR NW MQTT SUBS TOPIC LEN Too long topic string length (Max: 64
Bytes)
658 AT CMD_ERR NW_MQTT SUBS_TOPIC DUP Puplicate Sub—topic string
-659 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_NUM_Failed to write topic count to NVRAM
INVRAM_WR
-660 AT CMD ERR NW MQTT SUBS TOPIC NUM |Adding a topic exceeds the max topic count
OVERFLOW (4)
-661 AT7CMD7ERRﬁNWiMQTTisUBsiTOPICiALREAlready exist Subscribe topic
ADY_EXTST
MQTT -662 AT CMD ERR NW MQTT PUB TOPIC NOT ENO saved PUB topic in NVRAM
Pub-Topic XI;T I - -
-663 AT_CMD_ERR_NW_MQTT PUB_TOPIC_LEN [Too long topic string length (Max: 64
Bytes)
MQTT -664 AT7CMD7ERR7NW7MQTT7WILLiTOPICiNOTiWILL topic does not exist in NVRAM
Will EXIST
Message -665 AT7CMD7ERR7NW7MQTT7WILLfMESSAGEiNOWILL message not existing in NVRAM
T EXIST
-666 AT CMD ERR NW MQTT WILL TOPIC LEN Too long WILL topic length (Max : 64Bytes)
-667 AT CMD ERR NW MQTT WILL MESSAGE L Too long WILL message length (Max : 64bytes)
EN
668 AT CMD_ERR NW_MQTT WILL_Q0S_TYPE [irons argument type : qos
-669 AT CMD ERR NW MQTT WILL QOS RANGE Mrong argument value range : qos
MQTT -670 AT_CMD_ERR_NW_MQTT_PROTOCOL Network protocol error occurred with
Common Broker




-671 AT CMD ERR NW MQTT PING PERIOD TY Ping period value is invalid (not number type)
PE
-672 AT_CMD_ERR_NW_MQTT_PING_PERIOD_RANwrong argument value range : (0 ~ 86400)
GE
-673 AT7CMD7ERR7NW7MQTT7USERNAMEiNOTiEXUser name does not exist in NVRAM
IST
-674 AT CMD ERR NW MQTT USERNAME LEN Too long username length ( Max : 64Bytes )
-675 AT CMD ERR NW MQTT PASSWORD LEN Too long password length ( Max : 160Bytes )
Category Value [Error Code Description
-676 AT CMD ERR NW MQTT PUB MESSAGE LE Too long message length (Max : 2048 Bytes )
N
-677 AT_CMD_ERR_NW_MQTT_PUB_TX_IN_PROGRPreViOUS message Tx is still in progress
ESS
HTTP (s) —680  |AT CMD ERR NW HTS TASK CREATE FAI [Failed to create HTTP server task
Server L - B B
-681 AT CMD ERR NW HTSS TASK CREATE FA Failed to create HTTPs server task
1L
HTTP -682 AT _CMD_ERR_NW_HTC_TASK CREATE FAI [Failed to create HTTP client task
Client L
-683 AT CMD ERR NW HTC ALPN CNT TYPE Mrong argument type : alpn number
-684 AT CMD ERR NW HTC ALPN CNT RANGE Mrong argument value range :
alpn number
-685 AT CMD ERR NW HTC ALPN1 STR LEN Too long ALPN #1 string length ( Max 24Bytes )
-686 AT CMD ERR NW HTC ALPN2 STR LEN Too long ALPN #2 string length ( Max 24Bytes )
-687 AT CMD ERR NW HTC ALPN3 STR LEN Too long ALPN #3 string length ( Max 24Bytes )
-688 AT CMD _ERR NW HTC SNI LEN Too long SNI string length ( Max 64Bytes )
Web- —689 AT CMD ERR NW WSC URL STR LEN }oo short URL string length ( Min 1 Byte
socket “690 T cMD ERR NW WSC_INVALID URL, ~[tnvalid URL string
Client -691 AT7CMD7ERRﬁNW7WSC7TASK7ALREADY7EXIAlready WebSocket session is exist
ST
-692 AT CMD ERR NW WSC CB FUNC DOES NO Not registered user Websocket cb-—
T I B B function
| EXIST
-693 AT CMD ERR NW WSC TINVALID STATE No connected session to disconnect
—-694 Failed to create WebSocket client task

AT CMD ERR NW WSC_TASK CREATE_FAT

L




-695 AT CMD ERR NW WSC CLOSE FATL Failed to send “Session—Close” frame
-696 AT_CMD_ERR_NW_WSC_SESS_NOT_CONNECTNb connected session to send message
ED
-697 AT CMD ERR NW WSC UNKNOW CMD Unknown WebSocket internal error
OTA “700 T CMD ERR NW_OTA WRONG FW TYPE [Vrong argument: fw_type
“701 AT CMD_ERR_NW_OTA_DOWN_OK_AND_WAT fAlready downloading done
T
| RENEW
-702 AT CMD _ERR NW OTA FLASH READ SIZE (Wrong argument type : read addr
TYPE
“703 AT CMD ERR NW OTA FLASH COPY SIZE [Vrong argument type : size
TYPE
“704 AT CMD_ERR NW_OTA FLASH ERASE STz [/Tong argument type : size
E
| TYPE
-705 AT CMD ERR NW OTA BY MCU INIT Failed to initialize MCU configuration for OTA
-706 AT_CMD_ERR_NW_OTA_SET TLS_AUTH MOD[Failed to save TLS certificate in NVRAM
E_NVRAM
Category Value [Error Code Description
Zero =710 AT CMD ERR NW MDNS WRONG FLAG Wrong argument: flag of MDNS
Config “7T11 AT CMD ERR NW MDNS WRONG MODE hrong argument: mode of MDNS
“T12° AT CMD_ERR NW MDNS NOT RUNNING ~ [IDNS is not running
“7T13 AT CMD_ERR NW MDNS ALREADY RUN  fAlready MDNS is running
-714 AT CMD ERR NW MDNS IN PROCESS Progressing Probing and Announcing on MDNS
715 AT CMD ERR NW MDNS UNKNOW FAULT Unknown MDNS internal error
“716 AT CMD ERR NW MDNS START RUN MODE [[nvalid interface
VAL
-717 AT CMD ERR NW MDNS SOCKET FATL Failed to initialize socket
“718 AT CMD_ERR NW_DNS_SD NOT RUNNING [PNS-SD is not running
719 AT CMD_ERR_NW_DNS_SD ALREADY RUN [Already DNS-SD is running
=720 AT CMD ERR NW DNS SD IN PROCESS |Progressing Probing and Announcing of DNS-SD
=721 AT7CMD7ERRfNWiDN87$D78VC7CREATEiFAFailed to register service of DNS—-SD
1L
=722 AT CMD ERR NW DNS SD SVC PARAMS Invalid parameters to register service
-723 Failed to write service name to NVRAM

AT _CMD_ERR_NW_DNS_SD_SVC_INST NAM
E

| NVRAM_WR




=724 AT7CMD7ERRﬁNWiDNsisDisVNiPROT0C0L7Failed to write service protocol to
NVRAM WR INVRAM
-725 AT_CMD_ERR_NW_DNS_SD_SVC_PORT_NO_NFailed to write service port to NVRAM
IVRAM_WR
-726 AT7CMD7ERR7NW7DN87$D78VC7TEXTiNVRAFailed to write service TXT to NVRAM
M_WR
Transport | —730 AT CMD ERR TCP SERVER LOCAL PORT T|Wrong argument: local port of TCP server
Function ng - . . .
(TCP/UDP =731 AT CMD ERR TCP SERVER MAX PEER TY Wrong argument : max allowed peer
) PE
“732 AT CMD_ERR TCP_SERVER TASK CREATE [failed to start TCP server
-733 AT CMD ERR TCP CLIENT SVR PORT Ty [Wrong argument : TCP server port of TCP
PE_ . - . client
-734 AT_CMD_ERR_TCP_CLIENT_LOCAL_PORT_TWrong argument : local port of TCPclient
YPE
736 AT CMD_ERR TCP_CLIENT TASK CREATE [Failed to start TCP client
=737 AT CMD ERR UDP SESS LOCAL PORT TY Wrong argument: local port of UDP session
PE
-738 AT CMD ERR UDP SESS LOCAL PORT rRAN|Invalid range of local port of UDP
GEi . B B B session
-739 AT CMD ERR UDP SESS TASK CREATE Failed to start UDP session
-740 AT CMD ERR UDP CID2 SESS NOT EXIS UDP session, CID 2, is not exist
T
-741 AT _CMD_ERR_UDP_CID2_ALREADY EXIST [Already UDP session, CID 2, is exist
=742 AT CMD ERR UDP CID2 SESS INFO Invalid UDP session, CID 2, information
Category Value [Error Code Description
=743 AT7CMD7ERR7UDP7CID27REMODE7PORT7TYInvalid remote port of UDP session, CID 2
PE
“744 AT CMD ERR NO_CONNECTED SESSION EX{N session information
IST
=745 AT CMD ERR NO FOUND REQ CID SESST No assigned CID to terminate session
ON
“746 AT CMD ERR CONTEXT CID TYPE Wrong argument type : cid
—747 AT CMD ERR CONTEXT DELETE Failed to terminate session
=748 AT CMD ERR CONTEXT TYPE IS NOT TC Wrong CID value : Not TCP Server session
P
| SVR
=749 Invalid session type to save session

AT _CMD_ERR_CONTEXT_INVALID SESS TY
PE

information




=750

AT CMD ERR TRTRM CID TYPE

Wrong argument: CID to terminate session

=751 AT7CMD7ERRﬁTRTRMﬁREMOTEiPORTiNUMiTWrong argument type : remote port
YPE

-752 AT7CMD7ERR7TRTRM7TCPfSVRfREMOTEisEFailed to disconnect TCP client from TCP
SS_DISCON server

-753 AT CMD ERR TCP_SERVER TERMINATE |Failed to terminate TCP server

-754 AT CMD ERR TCP_CLIENT TERMINATE |Failed to terminate TCP client

-755 AT CMD ERR UDP_SESSION TERMINATE [Failed to terminate UDP session

-756 AT CMD ERR MULTI SESSION CID TERMI|No assigned CID to terminate session
NATE

=757 AT CMD ERR NO SESSOIN TO SAVE NVR No session information to save
AM

SSL/TLS -760 AT CMD ERR SSL ROLE NOT SUPPORT Not supported role of TLS session

=761 AT CMD ERR SSL CONF CID TYPE Wrong argument: CID of TLS session

-762 AT CMD ERR SSL CONTEXT NOT FOUND No assigned CID of TLS session

-763 AT CMD ERR SSL CONTEXT ALREADY EXxI[Already TLS session is running to
ST_ . : : configure

“764 AT CMD ERR SSL_CONF ID NOT SUPPORT[NOt supported configuration
ED

-765 AT _CMD_ERR _SSI. SAVE CLR ALL_NV Failed to erase TLS session fromNVRAM

-766 AT CMD ERR SSL SAVE FATL NV Failed to save TLS session to NVRAM

-767 AT CMD ERR SSL CONF ID TYPE Wrong argument: configuration ID

-768 AT CMD ERR SSL CONF ID RANGE Invalid range of configuration ID

-769 AT CMD ERR SSL_CONF CID CA CERT No exist CA certification of assigned CID

=770 AT CMD ERR SSL CONF CID CERT No exist certification of assigned CID

=771 AT CMD ERR SSL CONF CID SNI Failed to configure SNI of assigned CID

=772 AT_CMD_ERR_SSL_CONF_CID_SVR_VALID_Wrong argument: auth mode of assigned CID
TYPE

=773 AT7CMD7ERR7$SLfCONF7CID7$VR7VALIDﬁInvalid range of auth mode of assigned CID
RANGE

Category Value [Error Code Description

-774 AT CMD ERR SSL CONF CID RX BUF LE Wrong argument: Rx buffer length of CID
N

=775 AT CMD ERR SSL CONF CID TX BUF LE Wrong argument: Tx buffer length of CID
N

-776

AT CMD_ERR_SSL_CONF_CID_TYPE

Wrong argument: CID to configure TLS session




=177

AT _CMD_ERR_SSL_CONN_ALREADY_CONNEC
TED

Already TLS session is connected

Category Value [Error Code Description
=778 AT CMD ERR SSL CONN PORT NUM TYPE Wrong argument: peer port of TLS client
=779 AT_CMD_ERR_SSL_CONN_UNKNOWN_HOSTNAUnknown hostname to connect TLS server
ME
“780 AT CMD_ERR SSL_CONN_CFG_SETUP_FAT [Failed to setup TLS client
L
-781 AT CMD ERR SSL CONN TLS CLIENT RU Failed to connect TLS client
N
| FATL
SSL -782 AT CMD ERR SSL CERT TYPE Wrong argument: type
Certificat -783 AT CMD ERR SSL CERT RANGE Invalid range of certificate type
) “78% AT CMD_ERR SSL_CERT STO SEQ TYPE [lrong argument: sequence type
“785 AT CMD_ERR SSL CERT STO SEQ RANGE |[nvalid range of sequence type
“786 AT CMD_ERR SSL_CERT STO_FORMAT Ty [Vrong argument: format type
PE
=787 AT CMD ERR SSL CERT STO FORMAT RAN|Invalid range of format type
GE
-788 AT7CMD7ERR7$SLfCERTisToiALREADYiEXAlready certificate is existed
IST
-789 AT CMD ERR SSL CERT STO NO SPACE Not enough space to save certificate
=790 AT7CMD7ERR7$SLfCERTiDELiLISTiNOTiFNOt found certificate to delete
OUND
-999 Undefined Error

AT _CMD_ERR_UNKNOWN
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